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Dictatorship naturally arises out of Democracy, and the most aggravated form of 

tyranny and slavery out of the most extreme liberty. 

Plato 

Preface 

“Democracy Dies in Darkness”1, the slogan of the Washington Post, and “The Truth is 

Worth It”2 advertising campaign of the New York Times were both launched in 2018. What do 

these slogans refer to? The Washington Post slogan was developed after the United States 

presidential election in 2016, and the New York Times campaign arose from reporters 

commenting on events witnessed in Myanmar. Both point to an emerging and alarming global 

issue that is so great, yet it is unrecognized. The fate of democracy is at risk. Headlines describe 

poor behaviour and political actions demonstrate poor decisions. Beneath these lies a 

fundamental truth that democracy has been taken for granted. Those in power or yielding power 

seem to be spreading their version of the truth, which perhaps is not the real truth. While the 

Western world may have the right to vote, there is increasing reason to believe it is losing its grip 

on the factual truth. Democracy, with its ideologies starting as far back as Cleisthenes (heralded 

as the father of Western politics) in 509 BCE,3 has evolved. Many individuals and governments 

have worked to develop the concept of democracy with an aim to perfect it. However, today, 

over two thousand years later, how is it that the notion of democracy remains susceptible to 

negative foreign influence? Historical events including a Nazi controlled Germany, a communist 

Russia and a present-day propaganda filled North America have proven that democracy remains 

more vulnerable now than ever. Newspapers and journalists are yielding interesting and 

increasingly alarming headlines. Is anyone listening and does Western society realize what 

exactly is at risk? Today, democracy must be scrutinized to ensure those values that preserve a 

democratic country’s identity remain intact. Today’s era is represented by an age of 

 
1 “Washington Post Sells Itself to Readership with New Slogan.” CBS News, CBS Interactive, 
www.cbsnews.com/news/the-washington-post-introduces-its-new-slogan/. 
2 “Retrace the Journeys of Our Reporters as They Brought Some of the Year's Biggest Stories to Light.” The New 
York Times, The New York Times, www.nytimes.com/subscription/multiproduct/lp8L4TR.html. 
3 Tridimas, George. “Cleisthenes’ Choice: The Emergence of Direct Democracy in Ancient Athens.” The Journal of 
Economic Asymmetries, vol. 8, no. 1, 2011, pp. 39–59., doi: 10.1016/j.jeca.2011.01.002. 
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technological advancement, increasing breaches in privacy, and unrestricted surveillance. This, 

along with foreign influence, is enough to declare that democracy is under attack. The 

democracy of many countries has always been threatened, but now, more than ever, they are 

susceptible to change. This increasing and underestimated vulnerability makes the protection of 

democracy today, the world's most important issue. 
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Definition and Significance 

i. Definition of Democracy 

The preservation of democracy is a major global issue because its ideology promotes 

equality, human rights and sovereignty. Although democracy is a well-practiced ideology, a 

precise definition of democracy remains elusive, even after two and a half millennia. While this 

concept has evolved significantly, the core fundamentals remain unchanged. In the words of the 

ancient Greeks literally ‘demos kratos’ is translated as “people power”.4 This ancient concept, 

developed by Greek philosopher, Pericles’, has remained virtually intact for the Western world 

today.5 Pericles explains, “Our constitution is called a democracy because power is in the hands 

not of a minority but of the whole people.”6 Despite the fact that power is in the hands of a 

majority, democracies remain vulnerable, threatened by those wanting to lead by autocracy. 

There is growing evidence that democracy is under attack and vulnerable to dissolution. 

ii. Fundamental concepts of Democracy 

The origins of democracy stem from Ancient Greece, 500 B.C.E.7. Over the past 2,500 

years, many philosophers including Aristotle and modern-day academics, have studied and 

refined the concept of democracy. Ricardo Blaug and John Schwarzmantel, British authorities on 

democracy, in their book Democracy (2001) explain that democracy has five key concepts: (1) 

freedom and autonomy, (2) equality, (3) popular sovereignty, (4) majority, and (5) citizenship.8 

The first concept, freedom and autonomy,9 explains that democracy relies on the ultimate 

freedom of human beings. This freedom dictates that a society is ruled by its people. The people 

have the power to choose how they wish to progress. Secondly, for a democratic society to exist, 

 
4 National Geographic Society. “Democracy: People Power.” National Geographic Society, National Geographic, 12 
May 2017, www.nationalgeographic.org/media/democracy-people-power/. 
5 Blaug, Ricardo, and J. J. Schwarzmantel. Democracy: A Reader. Columbia University Press, 2016. 
6 Ibid. 
7 Tridimas, George. “Cleisthenes’ Choice: The Emergence of Direct Democracy in Ancient Athens.” The Journal of 
Economic Asymmetries, vol. 8, no. 1, 2011, pp. 39–59., doi:10.1016/j.jeca.2011.01.002. 
8 Blaug, Ricardo, and J. J. Schwarzmantel. Democracy: A Reader. Columbia University Press, 2016. 
9 Ibid. 
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everyone must have the right to possess equal political influence.10 The authors recognize the 

famous English utilitarian philosopher, Jeremy Bentham, who describes equality as “everyone 

should count for one, and no one for more than one.”11 This means that all have an equal 

influence on political affairs regardless of class or power. Thirdly, Blaug and Schwarzmantel 

explain that popular sovereignty must exist within a society.12 This means that the majority 

should influence decisions that affect their society. However, it should be noted that once a 

group delegates its opinion to an official representative such as a prime minister, the society is no 

longer a pure democracy. Fourthly, the authors explain that the majority vote must succeed over 

the minority vote, regardless of the minority’s rights.13 Finally, the last concept is citizenship. 

Citizenship is the determination of the individuals who are actively involved in the progress of 

the society.14 This concept explains that the ideal citizen has the fundamental right to become a 

civil, political and social citizen. This involves free civil rights, political inclusion and access to 

necessities such as education and housing. These concepts taken together are described by 

leading authorities as an ‘ideal’ democracy.  

 A Canadian professor at the University of Northern British Columbia, Dr. Boris DeWiel, 

writes in Democracy: A History of Ideas (2000) that, “a democracy is the political regime where 

the will of the people becomes the law of the country.”15 According to DeWiel, democracy 

mandates that choices must be considered fairly, with no favouritism. Additionally, no individual 

is given special control or power, and the majority must always win. 

 The protection of democracy has allowed for its advancement. Human rights have been 

areas of increased interest for some countries and important international organizations. In 

Canada, the Canadian Charter of Rights and Freedoms (the “Charter”) was added to Canada’s 

Constitution in 1982.16 This has legally codified human rights in Canada. A section of the charter 

is the section of “Democratic Rights.” Article 3 of the Charter states, “Every citizen of Canada 

has the right to vote in an election of members of the House of Commons or of a legislative 

 
10 Blaug, Ricardo, and J. J. Schwarzmantel. Democracy: A Reader. Columbia University Press, 2016. 
11 Ibid. 
12 Ibid. 
13 Ibid. 
14 Ibid. 
15 DeWiel, Boris. Democracy: A History of Ideas. University of Washington Press, 2001. 
16 “Human Rights in Canada.” Human Rights in Canada | Canadian Human Rights Commission, www.chrc-
ccdp.gc.ca/eng/content/human-rights-in-canada. 
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assembly and to be qualified for membership therein.”17 This article dictates that Canadian 

citizens may vote and participate in the control of their society. This has ultimately given 

Canadian citizens many freedoms and rights allowing them to participate in a progressing 

society. As a consequence of protecting human rights, other positive and measurable outcomes 

have reinforced this desire to protect democracy. According to a study from Our World Data, 

democratic countries are on average wealthier, healthier, and have a stronger protection of 

human rights.18 In another study by Freedom House, an American government funded non-profit 

organization, the rights of the people have a direct relationship with the democratic institutions in 

place within the country.19 Inversely, countries such as Cuba that are run by autocratic dictators, 

commonly lack universal human rights such as the freedom of expression, and labour rights.20 

Amartya Sen, an economist, explains that the situation, in which citizens are unable to participate 

in the political outcomes of the society, is dangerous. He states that democracy is essential in 

preventing abuses of power and to support people’s needs and rights.21 In summary, Economist 

Amartya Sen and Freedom House support the notion that with increased democracy, more people 

will have their rightful universal human rights and freedoms.  

Unfortunately, even after 2,500 years of attempting to perfect a democratic system, many 

might argue that democracy has failed to be the ideal political system. Democracy has many 

faults, yet it has prevailed as an ideology in the Western world. Its potential degradation makes it 

an important global issue requiring global attention. 

 

iii. The Imperfections of Democracy 

Winston Churchill once said,  

 
17 Heritage, Canadian. “Guide to the Canadian Charter of Rights and Freedoms.” Canada.ca, Innovation, Science 
and Economic Development Canada, 22 Nov. 2018, www.canada.ca/en/canadian-heritage/services/how-rights-
protected/guide-canadian-charter-rights-freedoms.html.  
18 Roser, Max. “Democracy.” Our World in Data, 15 Mar. 2013, ourworldindata.org/democracy. 
19 “Freedom in the World 2018.” Freedom House, 22 Jan. 2019, freedomhouse.org/report/freedom-world/freedom-
world-2018. 
20 “World Report 2018: Rights Trends in Cuba.” Human Rights Watch, 18 Jan. 2018, www.hrw.org/world-
report/2018/country-chapters/cuba. 
21 Blaug, Ricardo, and J. J. Schwarzmantel. Democracy: A Reader. Columbia University Press, 2016. 
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Many forms of Government have been tried, and will be tried in this world of sin and 

woe. No one pretends that democracy is perfect or all-wise. Indeed it has been said 

that democracy is the worst form of Government except for all those other forms that 

have been tried from time to time….22 

Although democracy has not been proven to be the most efficient form of government, it is the 

closest form of government the world has that allows for the equal distribution of power. The 

works of Blaug, Schwarzmantel, DeWiel, Pericles’ and many other sources agree that democracy 

is said to exist when the power of authority is predominantly influenced by the majority of 

people within a society. 

A key contributor to the concept of democracy was French philosopher Alexis de 

Tocqueville in the 1800s.23 Tocqueville is mainly known for his revolutionary prediction that 

democracy would be the ideology of the future. He identified that strong democracies were able 

to develop in wealthy European and North American countries such as the United Kingdom, 

France, United States, and Canada. He considered their geographical environment, their civil 

society and political institutions to be important instruments for their success. However, he also 

established that democracy can become unstable with the possibility of enabling a dictator to rise 

and take control of society.  

While democracy is an ideology, these ‘concepts’ set out by political thinkers have been 

proven to be somewhat ineffective in modern day society. Time has shown that ethical choices 

must be favoured. Society needs representation to be more efficient, and the rights of minorities 

must be protected despite the majority. As a result, this ideal democracy has been adjusted over 

time to suit modern day society and to combat other potentially threatening ideologies. 

In 2016, the Economist Intelligence Unit’s Democracy Index states that out of 167 

countries, only nineteen are fully democratic, nine less than in 2007.24 The Economist explains 

that a country has a full democracy when “the functioning of government is satisfactory, political 

 
22 “The Worst Form of Government.” The International Churchill Society, 20 Mar. 2017, 
winstonchurchill.org/resources/quotes/the-worst-form-of-government/. 
23 Blaug, Ricardo, and J. J. Schwarzmantel. Democracy: A Reader. Columbia University Press, 2016. 
24 “Democracy Continues Its Disturbing Retreat.” The Economist, The Economist Newspaper, 31 Jan. 2018, 
www.economist.com/graphic-detail/2018/01/31/democracy-continues-its-disturbing-retreat. 
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freedoms are respected and the media and judiciary are independent.” The recent trends of the 

above index support that the reduction in number of democratic countries and thus the 

preservation of democracy has become a global issue. It is interesting and controversial perhaps 

that also in this study, it is suggested that the United States of America, a country known for its 

rights and freedoms, is no longer considered a full democracy. Therefore, the decline in equal 

rights and freedoms is of serious concern to the Western world and ultimately the globe as a 

whole.  

Finally, individual democracies are subject to external influences. Some of these 

influences are recognized, while alarmingly, some are not. 

iv. Sovereignty 

A threat to democracy is a threat to sovereignty. Sovereignty is “The notion that 

governments are free to do what they want within their own territory”.25 Jean Bodin and Thomas 

Hobbes, who originally described this idea 400 years ago, lived at a time when they believed a 

utopian society was perhaps possible.26 Since the origin of this concept, the definition of 

sovereignty has been debated among philosophers, politicians, professionals and scholars. 

Although the definition has evolved over time, a common theme has been maintained, allowing 

for a deeper understanding of this concept and a greater understanding of what sovereignty is 

not. In a 2005 article by International Relations professor Stephen D. Krasner, Stanford 

University, sovereignty is defined as, 

The idea that states are autonomous and independent from each other. Within their 

own boundaries, the members of a polity are free to choose their own form of 

government. A necessary corollary of this claim is the principle of nonintervention: 

One state does not have a right to intervene in the internal affairs of another.27 

The difference between the original ideology and this more recent definition highlights the 

contrast between ideal and complete sovereignty and the current compromise of the definition in 

 
25 Krasner, Stephen D. “Sovereignty.” Foreign Policy, no. 122, 2001, p. 20., doi:10.2307/3183223. 
26 Ibid. 
27 Krasner, Stephen D. “Sovereignty.” Foreign Policy, no. 122, 2001, p. 20., doi:10.2307/3183223. 
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this highly interconnected world. Due to an increase in international communication from 

external countries over the internet, pure sovereignty of a country is likely unattainable at this 

time.  

v. A Democratic Sovereign State 

With the terms sovereignty and democracy defined, the global society, if it wishes, has 

been given an equality-based destination toward which to strive. As a result, sovereignty and 

democracy ultimately are representations of the equality and freedom of civil rights in a whole 

population. These two fundamental concepts ensure the people of a nation have equal political 

power in their society. When democracy is affected by foreign influences, it ultimately has the 

potential to lose sovereignty or the power of the people on their own state. This in turn limits the 

equality and freedom within a state. This insidious deterioration of sovereignty and ultimately 

democracy has become a global concern. 

vi. Threats to Democracy 

Throughout the world, democracy and totalitarianism (a controlling system of 

government that permits no individual freedoms) have been in constant conflict for the past 

century. Developing democratic institutions in developing countries has been at the peril of 

corruption and foreign interference. For this reason, many developing countries under this 

influence have been reduced to totalitarian governments. Western developed and supposedly 

democratic nations have also been affected directly and indirectly by external sources. Even 

though the influences may not appear as major threats, in the past, these influences have proven 

to change governments in countries drastically. A recent but also enduring example is the 

autocratic rise of Bashar al-Assad to power in Syria.28 Syria has a long history of political unrest 

within its country but also has had conflicts with many others. The external influence of Russia 

at keys times in Syria’s recent history have allowed this president to remain in power. As a 

 
28 Rahman-Jones, Imran. “Why Does Russia Support Syria and President Assad? - BBC Newsbeat.” BBC, BBC, 11 
Apr. 2017, www.bbc.co.uk/newsbeat/article/39554171/why-does-russia-support-syria-and-president-assad. 
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result, the foreign interference on another country’s sovereignty potentially undermines any 

potential for democracy in this country. 

While the democratic world is working to increase the distribution of power among a 

nation, authoritative leaders look for opportunities to change or corrupt current democratic 

systems. These authoritarian leaders have used various ways to plant a dictatorship to sprout and 

grow out of a troubled democracy. In Bertrand Russell's novel Power, he explains that the 

natural human desire for power has caused a rise in dictatorships throughout time.29 This is one 

of the main contributing factors to the increase in dictatorships and the erosion of democracy. 

Currently, countries are using many strategies to influence the actions and politics of 

other countries. There are modern day examples beginning with World War I. Events have 

consequently changed governments and threatened the human civil rights and freedoms in many 

nations across the world. Foreign countries have directly and indirectly influenced elections, 

supported revolutions to act against foreign governments, and used foreign humanitarian aid and 

military support to assert control over other countries. The influence by one country on another 

country has become increasingly popular in both the democratic Western world and the 

authoritative communist world. However, the influence is often executed under the guise of 

different ideologies. The Western democratic world is in pursuit of promoting democracy and 

civil rights and freedoms. Other authoritative countries seek to expand their power and 

destabilize existing democracies that threaten them. For that reason, the democratic world will 

always be at risk of becoming autocratic. Gwynne Dyer, a Canadian historian explained the 

threat to democracy in an interview, “There almost always are [threats to democracy], the world 

is full of people who are playing various angles…There will always be populists and there will 

always be authoritarians waiting for an opportunity to make their play.”30   

 
29 Russell, Bertrand. Power. George Allen & Unwin Ltd., 1938. 
30 Dyer, Gwynne. Classroom Interview. February 26. 
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Background Information Regarding Foreign Interference on Sovereignty 

i. Democracy in Conflict 

  From a historical perspective, there has been an ongoing war between democracy and 

dictatorships for over a century. “A dictatorship is a government or a social situation where one 

person makes all the rules and decisions without input from anyone else.”31 A generalization can 

be made that the Western world is fighting to maintain and promote democracy and freedom 

while in the east, a racial fascist ideology and totalitarianism communist ideology have emerged 

and is attempting to influence the democratic world.  

  Robert Paxton, at Columbia University, an authority on fascism, defines fascism as "a 

form of political practice distinctive to the 20th century that arouses popular enthusiasm by 

sophisticated propaganda techniques for an anti-liberal, anti-socialist, violently exclusionary, 

expansionist nationalist agenda.”32 

  Communism is “a political theory that believes that the state should control methods of 

production, there should be no separate social classes, and everyone should be treated equally.”33 

Russia and China remain under the shroud of communism. Although, just as there is no pure 

democracy, there is no pure communist society. 

In the mid-twentieth century, during the Great Depression, a state of poverty ran 

throughout the entire world. At that same time, Germany was in a state of extreme penury as it 

owed so much after the war.34 With many Germans unhappy with the lifestyle they were living, 

they were susceptible to fascism. In a 2003 article in The American Political Science Review, 

written by E. Spencer Wellhofer, it is stated that fascism offered a better life, allowing them to 

gain voters.35 As a result, the National Socialist Party (Nazi), became powerful within Germany. 

However, Paxton, summarizes his five stages of fascism, explaining that the last stage ultimately 

 
31 “Dictatorship - Dictionary Definition.” Vocabulary.com, www.vocabulary.com/dictionary/dictatorship. 
32 Szalay, Jessie. “What Is Fascism?” LiveScience, Purch, 24 Jan. 2017, www.livescience.com/57622-fascism.html. 
33 “COMMUNISM | Meaning in the Cambridge English Dictionary.” Cambridge Dictionary, 
dictionary.cambridge.org/dictionary/english/communism. 
34 “End of the War and Remembrance.” BBC, BBC, 8 Jan. 2014, www.bbc.co.uk/schools/0/ww1/25405395. 
35 Wellhofer, E. Spencer. “Democracy and Fascism: Class, Civil Society, and Rational Choice in Italy.” American 
Political Science Review, vol. 97, no. 01, 2003, pp. 91–106., doi:10.1017/s0003055403000546. 
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results in a “descent into chaos and destruction.” He explains that fascism is not a long-lasting 

solution.36 The defeat of the Nazi Tripartite forces at the end of World War II, almost completely 

collapsed the world of fascism.  

After the fall of fascism in 1945,37 tensions between the democratic West and the 

communist East increased significantly. The two ideologies fought to gain traction around the 

world. This was known as the Cold War. In 1991, after the collapse of the Soviet Union, 

communism and Marxism were said to have died.38 However, many countries remain under the 

realm of Communism today. For decades, totalitarianism and democracy have been at war trying 

to spread their ideologies around the globe. News headlines cite the present era as the ‘New Cold 

War’.39 This ‘New Cold War’ has made both developing countries and first world countries 

significant battlegrounds between the two ideologies. 

 Ever since the death of Fascism and the perceived decline of Communism, the roots of 

democracy have continued to grow. However, communist countries appear to have a strong 

influence on struggling foreign countries. In well-established democracies, populism, “political 

ideas and activities that are intended to get the support of ordinary people by giving them what 

they want”,40 is gaining momentum. Therefore, societies around the globe are at risk as the threat 

of autocracy remains at large. As a result, the biggest threats to democracy are the rise of 

Fascism, Communism and autocracies. 

ii. A Brief Introduction to the Methods of External Influence on a Sovereign 

Nation 

Using a variety of methods, foreign countries have interfered with the sovereignty of 

other countries exposing crucial vulnerabilities of democracy. With the ability to hack software 

 
36 Hylarides, Peter. “Fascism Analyzed” Contemporary Review, vol. 286, Iss. 1668, 2005, pp. 48-49. 
37 Klein, Christopher. “Mussolini's Final Hours, 70 Years Ago.” History.com, A&E Television Networks, 28 Apr. 
2015, www.history.com/news/mussolinis-final-hours-70-years-ago. 
38 Editors, History.com. “Soviet Union.” History.com, A&E Television Networks, 1 Sept. 2017, 
www.history.com/topics/russia/history-of-the-soviet-union. 
39 Tisdall, Simon. “The New Cold War: Are We Going Back to the Bad Old Days?” The Guardian, Guardian News 
and Media, 19 Nov. 2014, www.theguardian.com/world/2014/nov/19/new-cold-war-back-to-bad-old-days-russia-
west-putin-ukraine. 
40 “POPULISM | Meaning in the Cambridge English Dictionary.” Cambridge Dictionary, 
dictionary.cambridge.org/dictionary/english/populism. 
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and hardware technology, democratic countries have exposed themselves further to overt and 

non-overt interference from foreign states. There is a relaxed approach by government toward 

propaganda and surveillance. The public also, seems to have turned a blind eye towards this 

issue. This lack of concern makes a nation susceptible to foreign influence. While it is known 

that foreign governments use overt methods of influence, such as military enforcement, trade 

restrictions and foreign aid to influence other governments, with the recent advancements of 

technology, non-overt methods such as cyber hacking, espionage and propaganda or ‘false news’ 

are becoming commonplace. These developing non-overt strategies have revolutionized the term 

‘foreign interference’. 

iii. A Brief Introduction into Overt Methods of Foreign Influence on 

Democracy  

The most obvious and strongest method of influence on another country has been the use 

of military interventions. For example, a country with more powerful military capability may 

impose influence on internal or local affairs upon countries with lesser military strength. For 

example, the purpose for the formation of the of North Atlantic Treaty Organization (NATO) 

after World War II was to increase the military strength of each individual member country in 

the face of invasion from a non-NATO member.41 Today, NATO is still very active. The crisis in 

Venezuela created by the autocratic ruler, Maduro, has NATO allies pondering their 

responsibility. The United States has called for the United Nations Security Council to intervene 

with the ongoing crisis.42 Similar actions occurred in Panama in 1989 when the U.S. invaded 

Panama to overthrow military dictator Manuel Noriega.43 As a result, countries such as the U.S. 

have shown their military might and have interfered with the sovereignties of other countries. 

Furthermore, both the U.S. and the Russian Federation use military force to influence other 

countries’ policies and politics.  

 
41 “NATO.” History.com, A&E Television Networks, 14 Apr. 2010, www.history.com/topics/cold-war/formation-
of-nato-and-warsaw-pact. 
42 “Venezuela: Competing US, Russia Resolutions Fail to Pass in Security Council | UN News.” United Nations, 
United Nations, news.un.org/en/story/2019/02/1033832. 
43 “The U.S. Invades Panama.” History.com, A&E Television Networks, 9 Feb. 2010, www.history.com/this-day-in-
history/the-u-s-invades-panama. 
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Another overt form of foreign manipulation is the interference of domestic economic and 

trade policy. This form of influence through economic sanctions has been longstanding. During 

the Cold War, sanctions were used to influence countries’ policies and international political 

standings with one another. An example is the current trade embargo on Cuba from the U.S. to 

discourage autocratic Communism.44 This embargo has been in place for almost half of a 

century. Estimates from the Cuban government indicate that Cuba has lost around $125 billion 

USD since the beginning of the embargo.45 A study run by International Studies Quarterly 

indicates that sanctions are more effective if a target country’s main trade partner cooperates 

with the influencers and sanctions.46 This has proven to be a way to influence a country’s 

sovereignty through non-violent means.  

Lastly, another overt method of foreign intervention is the use of foreign aid. Many 

countries provide foreign aid altruistically as humanitarian aid. However, foreign aid can also be 

used to provide certain resources, and technology, in particular military equipment. A primary 

example in the past couple decades has been the Russian foreign aid in Syria for Bashar al-

Assad. The Syrian al-Assad family have been allies with Russian officials for decades.47 Russia 

has supported the al-Assad family by giving them naval access to the Mediterranean Sea.48 

Russia, in return, is using Syria as a military intelligence base.49 Russia uses foreign aid to 

support the Syrian dictator so that he can further his expansion of Russian ideals in the world. A 

similar situation exists in Venezuela. In an attempt to maintain a dictatorship within the country, 

President Vladimir Putin of Russia is supporting dictator Nicolas Maduro. According to Global 

News, 400 suspected mercenaries were dispatched by the Russians to Venezuela to protect 

Maduro. These mercenaries have suspicious ties back to Russia.50 In addition, Russia has been 
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Authoritarian Rulers1.” International Studies Quarterly, vol. 54, no. 2, 2010, pp. 335–359., doi:10.1111/j.1468-
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47 “Why Russia Is an Ally of Assad.” The Economist, The Economist Newspaper, 30 Sept. 2015, 
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fueling the economy of Venezuela for the past few decades. President Putin has made strong 

economic investments in Nicolas Maduro. This foreign aid can be used to support the efforts of a 

specific government. Foreign aid also can be supplied for the purpose of gaining power and 

resources. 

iv. A Brief Introduction into Non-Overt Methods of Foreign Influence on 

Democracy 

A newer form of external foreign influence on a sovereignty is through cyber 

interventions and theft. Primarily, with revolutionizing technology and increased surveillance, 

countries can hack into foreign governments and obtain confidential information. They are also 

able to spread propaganda using fake news. According to the Freedom House Report, Beijing has 

been using advanced artificial intelligence and facial recognition technologies to increase the 

amount of surveillance on countries across the globe.51 It has been attempting to spread the 

technology to countries around the world. The report predicts that this issue poses a major threat 

to democracy worldwide.52 This has ultimately prohibited the freedom of expression of many 

individuals worldwide. China has also hacked many individuals obtaining confidential 

information about politics, economics and other government institutions, including Australia, 

Chile, the European Union, Canada, and many others.53 It has been shown that the confidential 

information obtained by hacking has been used to skew public opinion through the release of 

classified information on political or corporate leaders. This is indirectly influence and is a threat 

to sovereignty. With this increased ability to obtain confidential knowledge, China, Russia, and 

many other countries have become a larger threat to democracy. 

Another covert method to affect another country’s sovereignty is the use of espionage. 

Espionage has been around for centuries. However, spies have developed more sophisticated 

tactics with the creation of new technologies.54 As popularized by such Hollywood films such as 

 
51 Freedom in the World 2019. New York: Freedom House. 
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James Bond 007, spies were primarily used during World War II and the Cold War, but they are 

still in existence today. Over the past few years many Chinese spies have been exposed within 

the United States. In September 2018, Ji Chaoqun was caught attempting to supply data of 

specific American scientists and engineers to China.55 With information on these scientists, 

China would be able to interfere with the United States military, a key factor to America and 

maintaining their democracy. Another developed democratic country, Australia, is also assumed 

to have a strong foreign espionage presence. In the past year Australia has updated its laws to 

cope with these new threats. Specifically, it is addressing a concern about “covert, deceptive or 

threatening actions that are intended to interfere with democratic processes or provide 

intelligence to overseas governments.”56 The exact reason for these laws has not been stated but 

there have been allegations of political interference from China in Australia. The government of 

Australia presumably has seen this as a threat to its democracy. As a result, espionage has been a 

crucial factor in the ongoing war between democracy and autocracy. 

Finally, of the covert operations, international propaganda has become a growing threat 

to democracy. The Freedom House 2019 report states that the media sector of a democratic 

institution is essential to democracy.57 In recent events, many journalists’ have become 

threatened due to foreign oppression. An American journalist for the Washington Post, who was 

born in Saudi Arabia and who was outspoken on Arab policies, was murdered in the Saudi 

Arabian Embassy in Istanbul.58 The world awaits an explanation. Data from the Committee to 

Protect Journalists shows that the number of journalists imprisoned per year is increasing 

annually. This results in a chilling effect on news reporting. If fewer journalists are willing to 

take the risk of reporting, balanced news reports will not be available. In addition, foreign 

governments have been interfering by spreading propaganda through social media websites. 

Facebook is said to have been used by Russian operatives to persuade Americans to vote for 

President Trump in the 2016 election.59 The internet has become a very powerful tool to 
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disseminate one-sided (biased) news reports. This lack of information ultimately affects 

democracy.  

v. Democracy in Danger 

In summary, foreign governments use overt and covert means to interfere with foreign 

politics. This affects the sovereignty of the nation and affects the power the people have on their 

country. As a result, foreign influence on politics threatens democracy. At the moment, the world 

is divided into at least two opposing sides. One side is led by the U.S. and NATO, promoting 

democracy and human rights, while the Russian Federation and its allies oppose democratic 

efforts. This division is a global issue as there is now a New Cold War. While Venezuela is an 

obvious current example of potential foreign intervention in its democracy, Canada is also 

subject to this risk. A March 7, 2019 Canadian Broadcasting Corporation (CBC) article sites “A 

cyber war has started and Canada isn’t ready to fight it, says report”60. Canada, like other 

countries, is at risk of losing its democratic character.  
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Expert Opinions on Democracy 

In order to understand democracy, particularly threats to democracy and foreign 

influences on a nation’s sovereignty which are evolving concepts in the ever changing world, 

one must turn to the experts of democracy and analyze how they have recognized and dealt with 

threats to this most vital institution in modern day society. It is no coincidence that many of the 

decorated experts of democracy, were Nobel Peace Prize winners, and/or were one of the 

presidents of the United States, the most iconic representative nation of the democratic world. 

Most recently, the Nobel Peace Prize recipient Barack Obama, the forty-fourth president 

of the United States caught the attention of the world. He was chosen in 2009 as the Nobel Peace 

Prize winner after only two years in office as president. To this day, he jokingly admits he does 

not know why he was chosen. However, he clearly is an advocate for democracy. Perhaps also, 

President Obama represents ‘the dream’ described by Martin Luther King Jr. in 1963, and 

because of Obama’s belief and effectiveness in preserving ‘the dream’. In Obama’s Acceptance 

Speech, he reminded the world of the history involved in the pathway toward peace. In doing so, 

he acknowledged famous people and organizations who have upheld the principles of 

democracy. 

Another expert and advocate for democracy is the thirty-ninth president of the United 

States, James Earl Carter Jr.. He served as president from 1977 to 1981.61 Former President 

Carter believed that the need for democracy was essential throughout the world. In addition, he 

believed that in order to promote democracy, America would have to set the example and be the 

strongest democracy. One of his famous quotes explains this need, “The best way to enhance 

freedom in other lands is to demonstrate here that our democratic system is worthy of 

emulation.”62 He believed that exercising democratic sovereignty was the best way to influence 

others.  
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At the time of his Presidency, the tensions in the Cold War were high. When Carter came 

into office, he believed that the foreign policy of America needed to change in order to win the 

Cold War. In 1977, two years after the devastating defeat in Vietnam, President Carter stated,  

For too many years, we’ve been willing to adopt the flawed and erroneous principles and 

tactics of our adversaries, sometimes abandoning our own values for theirs. We’ve fought 

fire with fire, never thinking that fire is sometimes best quenched with water. This 

approach failed, with Vietnam the best example of its intellectual and moral poverty. But 

through failure we have now found our way back to our own principles and values, and 

we have regained our lost confidence.63 

President Carter decided to take a different approach than the previous Nixon administration. He 

believed that morals and human rights were essential. As a result, he made many efforts to 

pressure several countries into supporting human rights and democracy. He truly emphasized this 

through his foreign policy when he stated,  

Our policy is based on an historical vision of America’s role. Our policy is derived from 

a larger view of global change. Our policy is rooted in our moral values, which never 

change. Our policy is reinforced by our material wealth and by our military power. Our 

policy is designed to serve mankind.64 

Immediately after his presidency, he wrote his first report on the status of democracy within 

different countries.65 The original report reviewed eighty-two countries.66 In addition, he also 

founded his non-profit organization, The Carter Center, and became a Distinguished University 

Professor at Emory University in Atlanta, Georgia.67 One of the main goals of the Carter Center 

is to promote democracy and protect human rights.68 The organization now promotes democracy 

around the world. In addition, Carter has served as part of The Elders, an organization founded 

by Nelson Mandela in 2007 that supports global leaders advocating for peace and human 
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rights.69 In response to President Jimmy Carter's various contributions to the advancement of 

society and civil rights, Carter was awarded many honours, but most notably the Norwegian 

Nobel Peace Prize in 2002.70 His hope is for developed countries to teach developing countries 

how to implement democratic institutions.71 In 1988, Rosalynn Carter stated at a ‘Human Rights 

and International Cooperation’ conference in the Netherlands “The internationalism of human 

rights...requires us to speak up when our own or other governments engage in violations.”72 

Today, the Carter Center Emory University (CCEU) host a democracy program which promotes 

and educates individuals about democracies and human rights across the world.73 Some have 

suggested that perhaps his greatest achievement in life came after his presidency. President and 

Rosalynn Carter’s solutions have influenced and inspired change in the world. His contributions 

to the advancements of society and democracy will continue to grow for generations. He has 

shown the world that one individual, on a life mission, can make a huge difference. His selfless 

legacy will forever be remembered.  

President Woodrow Wilson, at the beginning of the twentieth century, understood the 

need for the world to work together toward peace. As the twenty-eighth president of the United 

States, elected before and during the First World War, he was an ardent advocate for diplomacy 

and democracy. He was a Nobel Peace Prize recipient in 1919. His efforts to start the League of 

Nations, an international organization that arose out of the Paris Peace Conference, at the end of 

World War I, were applauded worldwide but unfortunately not at home in the United States 

(U.S.). The U.S. Congress failed to appreciate the need to engage with external institutions 

designed to “maintain world peace”. Woodrow has been faulted for a few reasons, including 

racism within his own country, however, he understood the world is interconnected and needs to 

work together. 

Bringing in a Canadian connection, former Prime Minister Lester B. Pearson, “the Father 

of the United Nations forces” according to the Nobel Peace Prize website, was awarded the 
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Nobel Peace Prize in 1957.74 He was the President of the United Nations (UN) General 

Assembly in 1952 and had worked years earlier to develop the agency. After serving with the 

UN, he became the Canadian Secretary of State for Foreign Affairs. His ability to find peace 

during the “Suez Crisis” in 1956 was noted. Great Britain, France and Israel had sent missiles 

into Egypt without notifying the US. Russia, reacting strongly, threatened the use of atomic 

forces. His leadership and efforts to ensure peace through diplomacy were rewarded.75 

In 1993, the life work of Nelson Mandela was acknowledged with a Nobel Peace Prize.76 

He campaigned against apartheid (a policy or system of segregation or discrimination on grounds 

of race)77 within South Africa and advocated for human rights. Despite being imprisoned for his 

beliefs, he worked within his jail cell with the existing South African Prime Minister Frederick 

Willem de Klerk. De Klerk held an all-white referendum on apartheid, the results ended 

apartheid.78 De Klerk then went on to help Mandela become the next leader of South Africa. 

Both men were able to work together, working toward a democratic policy.  

  In 2001, the UN and the UN ‘s Secretary-General Kofi Annan, a diplomat from Ghana, 

were individually awarded the Nobel Peace Prize.79 Both were for their role in moving human 

rights forward. 

Each of these Nobel recipients have contributed immensely to the democracy that we 

currently enjoy. They have made large gains against persistent, overwhelming and negative 

forces. They have preferred to avoid military action, and have tried at all cost, to avoid harm. 

They have fought for individual human rights within the framework of democracy. They have 

had to weigh the usefulness and detriment of foreign influence in achieving their goals. 
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The “Role of Control” in Democracy 

In a democracy, the control of the society lives within the opinions and minds of the 

people. The society controls itself. When a dictator takes control, power is removed from the 

people. In Bertrand Russell's book Power, which was written one year prior to the Second World 

War, he explains that there are two types of power. They are (1) power over matter, and (2) 

power over other people.80 The power over non-living matter ultimately results in knowledge, as 

one can learn to control it through science. However, the power or control over other people that 

Russell describes, is used for political influence and can be a factor in the interference of another 

country’s sovereignty or democracy. Russell describes three ways to obtain control over people: 

“A. By direct physical power over his body, e.g. when he is imprisoned or killed; B. By rewards 

and punishments as inducements, e.g. in giving or withholding employment; C. By influence on 

opinion, i.e. propaganda in its broadest sense.”81 This construct can also be used by foreign 

countries to interfere in another country’s sovereignty. When a country interferes with foreign 

politics, the power rests in the hands of the influencing nation or the nation interfering with the 

political events. The strength of that power depends on the method used as well as the overall 

effectiveness of that method. The effectiveness commonly relies on military strength and 

knowledge, technological advancements, and the ability to influence politically. Methods may be 

overt and non-overt.  

The most obvious influence is military strength, or “direct physical force”. The United 

States has the largest military, and therefore the strongest capacity to influence another country. 

They have a significant role in the international community. In developing countries, such as 

Syria, Venezuela and Zimbabwe,82 military enforcement is the greatest contributor to a 

dictatorship. These countries use foreign military support, usually from foreign dictatorships, to 

suppress their population and remove power from the impoverished majority. In Syria, Bashar 

al-Assad uses foreign military support from Russia and Iran to maintain control and power.83 For 

the past twenty-nine years in the Republic of the Union of Myanmar, China has provided over a 
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billion American dollars in military equipment and has provided military training.84 The country 

was held under a military oppression from 1962 to 2011.85 As a result, these countries with poor 

economic situations and weak militaries are easily susceptible to foreign military intervention. A 

vulnerable country will not be able to get or maintain power and control if they are bullied by a 

military force. 

Russell’s principles appear to remain relevant today. Every country is susceptible to 

Bertrand Russell’s second form of obtaining power, which is the use of rewards or punishment to 

affect behaviour. The desire to reach a goal or the fear of loss can ruin a society. Vladimir Putin 

has been known to offer rewards to countries who resist American values. Russia has opened 

trade routes with North Korea after American induced sanctions were enforced. Putin even 

offered a new pipeline, allowing North Korea some independence from China.86 This is a major 

advantage to North Korea. In Nicaragua, after the rise to power of Daniel Ortega in 2006, Putin 

supplied the country with foreign aid and military equipment.87 Alternatively, the United States 

uses trade sanctions to punish countries not complying with democratic ideologies. The U.S. 

currently has trade sanctions on many countries, such as Belarus for undermining democratic 

processes and abusing human rights.88 Both sides of the New Cold War use this 

reward/punishment method to reorient foreign countries toward their respective ideals. Rewards 

and punishments are valuable tools to control foreign countries and maintain control. 

Finally, it is Russell’s third principle that has the world spinning at this time, despite 

lessons learned during World War II. It appears the world has been sleeping while a well-known, 

effective form of influence, propaganda, has been injected into the media of several foreign 

nations. It appears that social media has become a very effective way of interfering in a nations’ 

sovereignty. This new form of propaganda, in everyone’s hands, is continually changing and lies 

beneath the radar of citizens and governments. Specifically, interference experts appear to be 

trying to alter the opinions of people by distorting the media, providing false information, and 

changing public opinion. Currently, news agencies report that China is using propaganda and 
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economic connections within Australia to influence their democratic institutions.89 Australia 

appears to be reacting quickly through the creation of new laws. In the recent 2016 American 

Presidential election, foreign countries spread ‘fake news’ to sway public opinion and results of 

the federal election.90 These methods are insidious, unexpected, and difficult to counteract. In 

summary, a foreign country now has the tools to influence even a strong democracy and catch its 

people off guard.  

As previously mentioned, the control of a democracy must lie within the people of the 

democracy. This means they must control all the power. Therefore, for a dictatorship to emerge 

from a democracy, an individual or minority of individuals must be given power, or they must 

remove the power from the people. Out of fear of losing power, dictators use the methods 

Russell describes to threaten the democratic world. Once a firm democratic society is created, the 

power is in the people. However, human nature, such as it is, is vulnerable to corruption and 

greed for power. In modern times, foreign influence can enable a country to remove the power 

from the people. According to the 2019’s Freedom House report, China and Russia are 

expanding their anti-democratic influence.91 Specifically, in developing countries, military 

strength is provided to suppress a nation and limit their power. In developed countries, 

propaganda, economic ties, and refugees are being used to modify democratic institutions.92 

These influencing countries often have great military power and strong economies. 

Consequently, these superpowers are threatening democracies around the world. 
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International Organizations 

i. The Defined Common Goal to Preserve Democracy 

The threat to democracy is a global problem which will continue to exist until 

dictatorships and the natural human desire for greed and power have been removed worldwide. 

This problem can only be dealt with on an international level. To promote democracy, three 

important steps must be taken. Firstly, human rights, equality and freedom must all be 

advertised, understood and accepted as essential concepts across the world. Secondly, laws must 

be implemented to protect existing democracies. Thirdly, laws must be enforced. As a result, 

several organizations and governments have set out to help build democratic institutions in 

developing countries.  

The Nobel Peace Prize, awarded since 1901, chronicles international advocates and 

agencies who have promoted good relationships between countries through peaceful means. 

Upon close inspection, this list provides a stepwise account of people and organizations over 

time who have indirectly and directly fostered the principles of democracy. 

The League of Nations, formed in 1919 after the First World War, in Geneva, 

Switzerland was initiated to have a place in the world where international disputes could be 

resolved.93 This was an effort to prevent the devastating effects of another war. President 

Woodrow Wilson received a Nobel Peace Prize for his efforts to create the League of Nations 

which were received enthusiastically around the world.94 Unfortunately, his own country would 

not join the League as the US Congress would not agree to it. It is thought that the lack of 

involvement of the US is likely the greatest cause of its decline.95 However, the notion of the 

need for an international place where conflicts and resolutions could be heard and worked on, 

persisted. The League of Nations won the Nobel Peace Prize in 1938, and it officially dissolved 
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in 1939, as World War II brought its work to a standstill. However, the League of Nations served 

as a template for the origins of the United Nations that was formed in 1946 after World War II. 

 In addition to the formation of worldwide institutions designed to promote and protect the 

ideals of democracy, the United States must be recognized for its policies and role which are 

designed to uphold democracy. The United States claims it has specifically set out to: 

Promote democracy as a means to achieve security, stability, and prosperity for the entire 

world; assist newly formed democracies in implementing democratic principles; Assist 

democracy advocates around the world to establish vibrant democracies in their own 

countries; and Identify and denounce regimes that deny their citizens the right to choose 

their leaders in elections that are free, fair, and transparent.96 

With these guiding principles, several other organizations have taken on the responsibility of 

promoting and advertising democracy throughout the world. This coordination of small and large 

organizations and governments is essential for the promotion of democracy. 

ii. Organizations 

Ever since the Second World War, many organizations have been established to support 

the efforts to increase democracy around the world. These international organizations collect 

information and support movements and operations that will benefit democratic institutions in 

nations globally. Some main examples of organizations that gather information regarding the 

situation of a country's government are Freedom House, The Carter Center, and Article 19. 

However, there are many others including the Brooking Institution and Protect Democracy. 

Other organizations such as the United Nations (UN) or North Atlantic Treaty Organization 

(NATO) have dedicated themselves to interfering with foreign politics to support a democratic 

institution. These organizations have been proven to be dedicated to democracy. 
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Freedom House 

Freedom House is an American based international organization that was created in 1941 

in New York City. It grew out of several smaller organizations that merged to fight the 

Braunhaus, the Nazi propaganda house.97 It currently employs approximately 120 people in the 

United States and others worldwide. In 2016, its budget approximated 30 million US dollars. 

Throughout the latter 20th century, Freedom House has advocated for human rights and the 

development of democracies in developing countries. It is a nonpartisan organization funded by 

government, corporations and people who share similar values. They have had an impact on U.S. 

foreign policy and former communist countries in Eastern Europe.98 Presently Freedom House 

dedicates itself to: “Defend human rights and promote democratic change, with a focus on 

political rights and civil liberties.”99 Specifically, they provide annual reports and statistics to 

categorize and rank countries based on their freedom and democratic institutions. Freedom 

House specifically has a mandate to continue until the entire world is free from authoritarian 

rule.100  

The Carter Center 

The Carter Center, named after Past President Jimmy Carter, and founded in 1982, is 

dedicated to the same principles of Freedom House, as well as a broader goal of helping with 

other global issues such as disease outbreaks and maintaining peace in over eighty countries. In 

2017 it received over 395 million U.S. dollars in donations, and it currently employs over 1,500 

people. Like Freedom House, The Carter Center dedicates itself to promoting democracy by 

posting annual reports assessing existing governments and supporting democratic movements.  
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Article 19 

Another organization more involved with an activist slant to the promotion of democracy 

is Article 19. Article 19 is a British-based human rights organization formed in 1987 with the 

pure dedication to promoting freedom throughout the world. Its budget in 2017 was eight million 

Euro. It uses two simple slogans: The Freedom to Speak; and The Freedom to Know. It is named 

after Article 19 of the Universal Declaration of Human Rights which advocates for freedom of 

expression.101 This organization annually reports violations of human freedoms, including 

political and civil freedoms as well. It is dedicated to promoting media freedom, digital 

protection, and privacy. They are very aware of the role of foreign influence that is spread 

through propaganda and biased opinions into foreign countries. Article 19 fights “through courts 

of law, through global and regional organizations, and through civil society” to achieve their 

goals.102 In addition, they have several movements to support people in non-democratic 

countries.  

The United Nations  

Likely the most well-known international organization defending democracy indirectly is 

the United Nations (the “UN”). Like Freedom House, the UN was developed in the 1940s.103 

One of the main goals of the UN has been to promote human rights around the world. In 

addition, it has created international laws protecting the sovereignty of a nation from foreign 

interference and war. Since this organization began, it has not explicitly stated that it promotes 

and protects democracy. However, it has become the most influential organization in promoting 

democracy. It has reviewed governments, monitored elections, and supported civil society. These 

actions suggest that promoting freedom and democracy are fundamental goals of the UN. The 

UN website states, “Democracy, and democratic governance in particular, means that people’s 

human rights and fundamental freedoms are respected, promoted and fulfilled, allowing them to 
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live with dignity.”104 This implies that democracy is an essential human right, and that it is 

essential to the UN. As a result, the UN develops laws that protect the fundamentals of 

democracy. Primarily, the UN advocates for the human right to vote in Article 21 of the 

Universal Declaration of Human Rights. Specifically, it states,  

(1) Everyone has the right to take part in the government of his country, directly or 

through freely chosen representatives. 

(2) Everyone has the right of equal access to public service in his country. 

(3) The will of the people shall be the basis of the authority of government; this shall be 

expressed in periodic and genuine elections which shall be by universal and equal 

suffrage and shall be held by secret vote or by equivalent free voting procedures.105 

Article 21 states that every person has the right to contribute to their government, and that the 

control must remain and be held in the hands and minds of the people. In addition, in article 25 

of the International Covenant on Civil and Political Rights, the UN has declared,  

Article 25. Every citizen shall have the right and the opportunity, without any of the 

distinctions mentioned in article 2 and without unreasonable restrictions: (a) To take part 

in the conduct of public affairs, directly or through freely chosen representatives; (b) To 

vote and to be elected at genuine periodic elections which shall be by universal and equal 

suffrage and shall be held by secret ballot, guaranteeing the free expression of the will of 

the electors; (c) To have access, on general terms of equality, to public service in his 

country.106 

This law states that every individual has the right to vote for their representative. As a result, the 

United Nations has set the foundation of international law to protect human rights and ultimately 
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advocate for democracy. Unfortunately, greed, corruption, and poverty, intervene frequently 

preventing human political freedom and democracy.  

A study from Freedom House in 2018, shows that 37% of the world is not free.107 This is 

because international law is not enforceable and so not all countries follow it in providing these 

rights. While these laws remain in place, it is difficult for the UN to decide whether and how to 

intervene and support democracy. Despite this, the laws demonstrate that the goal of a 

democratic world exists, even if it has not been achieved. 

Finally, for democracy to be enforced, countries need to apply pressure on human rights 

violators. Many countries, including Canada and the United States, and international 

organizations, such as the UN or NATO have used overt and non-overt methods to compel 

governments to implement fair and equal democratic systems. There are several examples of 

this. A current example of such pressure being exerted, is the current sanctions from the UN and 

the United States to condemn North Korea for their violations of human rights.108  

Summary 

The world has an international structure and framework (the UN) to try to protect basic 

human rights. While this framework is not always successful, it is worthwhile. The pathway 

toward peace needs worldwide observers, enforcers and organizations dedicated to their 

mandate. The process will be slow but worthy of the world’s efforts. The presence of these 

organizations exposes alternative motives of foreign influencing nations. Ironically, yet almost 

predictably, The Nobel Peace Prize grew from the success and insight of an engineer who 

developed dynamite and sold explosives. While his financial success was extraordinary, he could 

see that military force and the human devastation produced from his work are not good solutions 

to the world’s problems. Today, the world continues to wait to see what insight and offerings 

Mark Zuckerberg will leave behind after his creation of the world’s largest social media 
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platform. Presently, the role of his work has contributed to worldwide instability and the need for 

the creation of new laws immediately. Social media is yet another test for democracy. 
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Case Studies 

1. Military Interference on Foreign Sovereignty 

Military intervention by a foreign power is currently the strongest and most direct form of 

foreign interference toward another country’s sovereignty. A military intervention to influence 

another country often includes the use of military force to physically change or threaten an 

ongoing political situation. The countries that effectively exert this power are typically more 

developed and established as they can afford stronger military forces. As of 2019, most sources 

cite the United States (U.S.) as the strongest military force. Since the beginning of the Cold War, 

communist and democratic countries have used their military force to interfere with foreign 

politics. The U.S. and their allies usually interfere in foreign countries for economic or 

humanitarian purposes. Russia intervenes to spread its ideology and to obtain more power. This 

is the biggest conflict of the modern era. Both sides have both overt and non-overt methods of 

foreign military intervention. As a result, they can manipulate and physically affect other 

countries’ sovereignty. Countries have used coups to oust governments, foreign military aid to 

support movements and local mercenaries to conduct their work for them. While military force is 

effective, previous events in Libya and Afghanistan have revealed that there must be an endgame 

plan. Furthermore, if national stability is a goal, there is a controversial question that must be 

asked about whether a country should interfere with another's politics. These two issues (along 

with a serious consideration of potential losses) must always be considered when deciding to 

interfere with a foreign country using military force. 

i. Military: United States Involvement in the Venezuelan Crisis 

The Venezuelan Crisis is undoubtedly one of the largest pressing global issues today. The 

crisis within Venezuela revolves around the legitimacy of the supposedly elected dictator, 

Nicolas Maduro. Although not proven directly, many believe that the election on January 10, 

2019 was a false and biased election.109 For this reason, the Venezuelan government has been 
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regarded as a dictatorship by many foreign leaders. To outside nations, the Venezuelan crisis has 

also been considered a violation of human rights. According to World Vision, four to eight 

million Venezuelans have been forced to leave their homes.110 For the United States and Canada, 

it is becoming apparent that large and potentially controversial issues are emerging from this 

crisis. Should the powerful United States and Western Allies interfere with foreign politics and 

sovereignty, within Venezuela, through military force? The United States appears to be openly 

considering this situation. On the other hand, as of March 29, 2019, Russia has confirmed it has 

sent military personnel to Venezuela.111 As Venezuela has the largest oil reserves in the world, it 

is certainly understandable why there is such global interest in this country.112 Additionally, a 

2017 statistic states that the U.S. buys 41% of Venezuela’s crude oil and China buys 25%, the 

second most.113 While the oil issue is certainly a driving force to attract the interest of powerful 

nations, there are several other issues raising global concerns. The outcome of the Venezuelan 

crisis will not only affect the Venezuelan people but will have a ripple effect on other countries. 

Specifically, according to the Human Rights Watch, between 2014 to 2018, more than three 

million Venezuelans have fled the country due to the ongoing political crisis.114  This is in part 

because the Venezuelan government has violated many human rights. For example, for four 

months of 2017, more than 120 people were killed, 1,958 were injured and more than 5,000 

protesters were detained in mass protests.115 In 2016, a Venezuelan Health Minister leaked 

official data that described a 65% maternal mortality rate. The Health Minister was fired several 

days later.116 In 2018, three prestigious Venezuelan universities released information supporting 

the fact that 80% of the population did not have a reliable source of food.117 These are only a few 
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examples of instability and human rights violations within the country. These issues affect 

Venezuelans directly, but ultimately will affect other nations as well. 

Over the last couple years, the crisis has drawn the attention of many countries 

worldwide, especially, the United States and Russia. Amongst the growing chaos, on January 23, 

2019, the opposition politician, Juan Guiado, declared himself as the interim president during a 

mass protest.118 He has rallied the support of many Western democratic nations, including the 

United States, Canada, and the United Kingdom.119 Maduro, on the other hand, has the support 

of many communist countries such as China, Russia and Cuba.120 As a result, both sides have 

considered using foreign military intervention to obtain power and influence Venezuelan politics. 

In addition, both sides have accused each other of intervening to either support or overthrow 

Maduro.121 

The true impact and future impact on Venezuela from current foreign interference is still 

unknown. A photo was taken of an American national security advisor’s clipboard which stated 

5,000 American troops were stationed in Venezuela’s neighbouring country, Colombia.122 

Whether this is valid information, or an intimidation tactic remains unknown. Sources have also 

confirmed the presence of communist influence. In a PBS interview with Isaias Medina, a former 

Venezuelan Diplomat, he stated: 

There is a proxy failed state with at least 22,000 Cuban agents that have infiltrated the 

armed forces. They are running the show. And then we have also the financial clout of 
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China, with $65 billion in loans. And we have the military footprint of Russia, with at 

least $12 billion in arms and weapons.123 

The communist military interference has been subtly affecting the government. American 

officials believe that troops have been silently flown into Venezuela from Russia. In March, 

Russia flew 100 soldiers to Venezuela.124 Evidently, both sides are attempting to influence the 

crisis discreetly in order to achieve their goals.  

The decision to interfere with Venezuela’s sovereignty is one of the major controversial 

issues of the decade. The crisis undermines democracy, removes human rights from 

Venezuelans, has led to massacres and is causing a human migration problem in a country with 

the largest oil reserves on the planet. If the United States were to intervene, they would 

undermine Venezuela's sovereignty, worsen relations with communist countries, and risk killing 

many civilians in an uprising. Similar events have happened in the past in Chile, Panama, and 

Argentina. The results from these events were not always favorable. However, communist 

countries appear to have already started their military intervention. America’s resolution to this 

crisis may very well be a defining moment for the Trump Administration, and the American 

democratic system. 

ii. Military: Post Revolution Failure in Libya 

 In 2011, an issue similar to the Venezuelan crisis caught the world’s attention. In 

response to the arrest of a human rights lawyer, Fethi Tarbel, mass rallies were held in Benghazi, 

Libya calling for the president, Muammar Gaddafi, to resign and release political prisoners.125 

When he refused to do so, a civil war broke out between rebels within the country and pro-

Gaddafi supporters. Within days of the fighting, more than 200 people were killed.126 Eventually, 
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United Nations Secretary General Ban Ki-Moon demanded that Gaddafi end the conflict.127 

When Gaddafi refused, the United Nations (UN) began to apply external pressure on the 

government. Within days, the U.S., European Union and UN Security Council imposed sanctions 

on Gaddafi, freezing his assets. Later, several countries such as Italy, France, Canada, the United 

States and Qatar recognized the rebel Libyan National Transitional Council as the legitimate 

international representative.128 The UN then assigned the North Atlantic Treaty Organization 

(NATO) to head a military intervention on Libyan sovereignty. Several NATO countries began 

conducting air strikes to weaken the pro-Gaddafi forces.129 After months of fighting, Gaddafi 

was eventually found and murdered by the rebels ending his dictatorship. On October 27, 2011, 

the UN Security Council ended military operations in Libya.130 

 Although the military intervention was intended to promote democracy in Libya, a new 

crisis emerged amongst the chaos. After the withdrawal of foreign military forces, rebels and 

militia groups who previously fought against Gaddafi refused to disarm. An Islamic group, Libya 

Dawn, captured the capital city of Tripoli and battled the internationally recognized government 

in the East. In addition, hundreds of militia groups joined in the chaos in an attempt to gain 

power, including the Islamic State extremist group.131 The UN Office for the Coordination of 

Humanitarian Affairs (OCHA) claim around two million people were affected by the post 

Gaddafi regime where more than 1,000 people died, 107,028 were internally displaced and over 

150,000 fled abroad.132 The Western world has been highly criticized for their lack of assistance 

in Libya, after the Gaddafi Regime ended. Former U.S. President Barack Obama admitted in an 

interview with Thomas Friedman, from The New York Times, that his plan, in terms of the 

American military effort in Libya, was his greatest mistake as president. He states,  
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I think we underestimated; our European partners underestimated the need to come in full 

force. If you are going to do this, then it is the day after Gaddafi is gone, when everybody 

is feeling good and everyone is putting up posters saying ‘Thank you America’, at that 

moment there has to be a much more aggressive effort to rebuild societies that didn't have 

any civic traditions...So that's a lesson I now apply every time I ask the question should 

we intervene militarily. Do we have an answer the day after?133 

While the revolution in Libya was supported by foreign interference, it damaged the country, 

leaving the nation susceptible to aggressive groups wanting to take control. After the fall of 

Gaddafi, the government was not strong enough to resist the newly armed militants. In 

November 2011, an article from The Independent states that 7,000 Gaddafi supporters had been 

incarcerated as political prisoners and were exposed to many forms of torture from 

rebels.134 This was due to the lack of a strong police force or judiciary system. When the UN left 

Libya, they ultimately left it in a more vulnerable state. When the Libya Dawn Coalition took 

over Tripoli, rebels, now uncontested, expelled 30 000 black residents from the town of 

Tawergha.135 In addition, two major airports were closed due to ongoing fighting.136 The lack of 

foreign assistance in the post Gaddafi regime has left Libya in a state of chaos. 

 Unfortunately, this event was reminiscent of another major event in recent history. On 

December 24, 1979 the Soviet Union invaded Afghanistan. The invasion was quick and almost 

25,500 soldiers attacked Kabul, the capital of Afghanistan.137 The ten-year occupation took a 

high toll on the people of Afghanistan. An estimated one million civilians, 90,000 Mujahideen 

resistance fighters (who opposed the Soviets) and 18,000 afghan soldiers were killed.138 The 

nation has turned into a war-torn area. The Soviets bombed cities excessively. This resulted in 
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approximately five million Afghans fleeing to Pakistan.139 The population of Kandahar fell from 

250,000 to 25,000.140 The U.S.S.R. lost around 15,000 soldiers and billions of dollars.141 

Unknown to the American public at the time, the Soviet Union's rival, the United States, was 

supplying the resistance with Stinger Missiles which played a crucial part in the resistance.142 In 

a CIA run operation, known as Operation Cyclone, Saudi Arabia and the United States supplied 

Mujahideen resistance forces with around five million dollars annually each between the years 

1986 to 1989. Finally, in 1988, Afghanistan, the U.S., the U.S.S.R., and Pakistan signed peace 

accords.143 The last of the Soviet Union troops left in 1989.144 Immediately following the 

Afghan-Soviet Union War, the country of Afghanistan fell into a state of unrest. The United 

States provided little to no assistance in disarming the rebels and ultimately left the country to be 

run by militant groups such as the Taliban. Robert Gates, the deputy director of the CIA at the 

time summarized his thoughts before the House Armed Services Committee in December 2007: 

I was deputy director of CIA and then deputy national security advisor during the period 

when the Soviets did withdraw from Afghanistan, and the United States essentially 

turned its back on Afghanistan. And five years later came the first attack on the World 

Trade Center. And so, you know, one of the lessons that I think we have is that if we 

abandon these countries, once we are in there and engaged, there is a very real possibility 

that we will pay a higher price in the end.145 

The country later became ruled by Taliban extremists who have committed many atrocities over 

the past three decades.146 Additionally, the Taliban provided a safe haven for the Islamic terrorist 

group Al-Qaeda which was responsible for the September 11 attacks on the New York World 
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Trade Centre in 2001. As a result, the lack of assistance provided to the war-torn country left 

Afghanistan struggling, but caused the United States to suffer on September 11, 2001.  

Libya and Afghanistan both remain in the state of war today. Evidently, the lessons were 

unfortunately not learned in Afghanistan. Libya now stands in a similar situation. In 2018, an 

OCHA report stated that in less than a month, 115 people had died due to the conflict.147 While 

many human rights violations occurred, Libya now stands in a state of civil war, in part because 

military interventions left the country in a state of chaos. 

iii. Military: Globalization of the Civil War in Syria 

A recent and notable example of Russian foreign interference is their support of dictator 

Bashar Al Assad in Syria. There, military assistance has led to a long and deadly civil war. The 

World Bank Organization estimates that 400,000 people have died between 2011 and 2017 due 

to the conflict which has been fueled by the Russian military.148 What was once a simple war, 

has become “A conflict of Global dimensions playing out in Syria.”149  In 2017, Russia spent 

66.3 billion dollars on their military,150 making it the fourth largest military budget in the world. 

In addition, Russia has the fifth largest military behind China, India, the U.S. and North 

Korea.151 With this military strength, Russia is hoping to become more actively involved with 

international affairs. With increased global influence, Russia would be able to fight against their 

rival the United States more easily. Russia initially joined the Syrian war to support Russia’s 

longtime ally, Bashar Al Assad,152 but also to secure Russian interests. If Russia were to lose 
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their position in Syria, they would lose their strength in the Middle East as well as their only port 

in the Mediterranean.153 This makes Syria a vital ally to Russia. 

 Syria, a country with a population of 18,500,000,154 has been in chaos since 2011 when 

the civil war broke out. In response to a mass protest, Bashar Al Assad unleashed his military on 

the rebel forces accusing them of “extremism”. On the other side of the country, an Islamic 

terrorist group, known as Islamic State of Iraq and Levant (ISIL or ISIS) emerged and occupied a 

large portion of the country. Finally, in the north, a military group, named the People’s 

Protection Unit, obtained the support of the United States. With different countries backing 

different rebel groups, this intensified tension between the U.S., Russia and ISIL. 

 At the beginning of the crisis, the United States and the European Union imposed trade 

sanctions on Assad due to his unrestricted military offence on the people of Syria.155 On October 

2, 2011, anti-Assad groups formed the Syrian National Council to oppose Assad and establish a 

proper democracy.156 On October 4, Russia and China rejected the UN Security Council 

resolution, revealing their support for the Assad government. In 2013, the Assad government 

committed an international war crime by using chemical weapons against the rebels. According 

to the Obama Administration, 1,429 people were killed in the attack.157 Unfortunately, there was 

no explicit evidence at the time proving who dropped the chemical weapons, although it is 

widely presumed that this was the work of the Assad regime.158 To worsen the situation, the rise 

of the Islamic State extremist group drew the world's attention and distracted people from the 

atrocities of Assad. 
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 In the past few years, ISIL has grown out of a splinter group of Al Qaeda, the extremist 

group most notably known for destroying the American Twin Towers in New York City.159 As 

of March 2019, this group has inspired 140 terrorist attacks in thirty-one different countries and 

have claimed responsibility for the deaths of 2,043 people and injured thousands more.160 Sadly, 

there will be more. This terrorism has been one of the most influential movements affecting the 

world in the twenty-first century as it has led America into conflicts in the Middle East. As a 

result, the United States has agreed to work with Russia against ISIL. This has given the Assad 

regime the ability to commit war crimes under the guise of fighting terrorism. This remains an 

interesting current issue in the news. While President Trump claims to have eradicated ISIL and 

continues to pull U.S. forces out of Syria, some critics believe the U.S. military should remain. 

 While the U.S. foreign policy makes their departure appear straight forward, there is a 

hidden war happening between Russia and the United States. Andrew Parasiliti, the president of 

AI-Monitor, explains in a video from Business Insider, that Russia's has three motives behind its 

intervention in Syria. 

One, they're supporting an ally. Bashar al-Assad's government is under attack. First by 

popular uprisings, and then by terrorist groups, and other armed groups backed by 

countries in the region. And they're not going to let him fall...Two, there's a counter-

terrorism piece. This is what the Russians tell the Americans when we talk about Syria 

with them. They say Moscow shares Washington's interests in combating terrorist groups 

like ISIS and Al-Qaeda.161 

The narrator eventually explains the more discreet and hidden motive behind the Russian 

military interference: 

Third, is challenging the U.S. role. In a kind of lesson learned from the previous era, 

Russia went along with the UN resolution which allowed what was then called the Right 

to Protect Use of Force in Libya during the Obama administration. And that ended up 
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leading to the downfall of Gaddafi, and we saw what happened there. Russia is not ever 

going to let that happen again. They're going to try to prevent, actually, any US or other 

military intervention that could destabilize a friendly state.162 

Since the rise of President Putin, Russia has attempted to play a greater role in global issues. 

President Putin wishes to control more of the world. It appears that he wants to gain back what 

was lost in the collapse of the U.S.S.R. At the same time, the interventions of the United States 

have been more strategic and cautious. The US have bombed several air bases and storage 

facilities that have been identified as production or containment sites of chemical weapons for 

the Assad regime.163 As a result, tensions remain high in Syria. In an article in The Atlantic, Uri 

Friedman opens with, “If the coming defeat of ISIS and rebel forces in Syria was supposed to 

bring an end to the seven-year conflict there, no one told Iran, Israel, Turkey, Russia, or the 

United States.”164 Even though ISIL has been almost completely removed and the rebels have 

been defeated, the deadly war continues. The United States and Russia are maneuvering for 

control in a foreign land. 

Although there have been many contributors to the conflict within Syria, Russia has had 

the most influential impact. Their support for the Assad Regime has helped remove the Islamic 

State as well as crush any opposition to Russia’s ally. However, the Assad Regime continues to 

violate human rights.165 As a result, the withdrawal of American military forces from Syria 

requires extensive consideration. Unintentionally, America has caused the Syrian civil war to 

escalate, but has failed to freed Syria from the Assad dictatorship. The U.S. may have helped 

remove ISIL; however, a Freedom House report explains that it has now opened Syria to become 

a breeding ground for international terrorism.166 By intervening, America and Russia have 
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brought their global “Second Cold War” to Syria. Many news articles no longer address the war 

as a civil war but rather an international war.167  
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2. Economic Sanctions on Foreign Sovereignty 

Economic sanctions are the most common form of peaceful foreign interference used by 

Western countries. Sanctions, when applied well, use financial pressure to influence foreign 

sovereignty. They are evidently more preferred over military interference and are a symbol to the 

public that a government is reacting to a crisis or situation that goes against their foreign policy. 

They are mainly used by the United States and their allies to influence a foreign state without 

violence. This appears to be the most ideal form of interference for the North Atlantic Treaty 

Organization and the United Nations. Some of the most well-known sanctions have been applied 

by the largest market in the world, the United States.168 They have sanctioned Cuba for their 

human rights violations, North Korea for the lack of freedoms of their citizens and Russia for 

their occupation of Crimea, Ukraine. These sanctions, while slow, can be effective in influencing 

countries over time. 

 An article from the World Economic Forum explains the anticipated reaction to an 

economic sanction.169 The sanction ideally will cause an economic impact on the target country. 

The result of this economic decline will be to slower technological advancements as well as 

deliver a forceful message. It also affects citizens adversely and increases poverty situation. The 

poorer population will then become resentful of the government and their policy and will change 

the form of government. Unfortunately, this ideal does not always work. Countries such as Iraq, 

Cuba, Russia, North Korea, and Libya, have been able to prevent a change in government by 

disrupting the steps of an ideal economic sanction.170 

David Cohen, former deputy director of the CIA and U.S. Undersecretary of the Treasury 

for Terrorism and Financial Intelligence theorizes that for sanctions to work, three conditions are 

essential. 

First, sanctions must be deployed in service of a clearly articulated and attainable policy 

objective. If the goal is muddled or impossible to achieve, sanctions will not gain 
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traction. Second, sanctions must be used alongside other tools for projecting U.S. power, 

including diplomacy, economic aid and assistance, and military signaling. Sanctions 

alone rarely accomplish much. And third, sanctions work best when they are amplified by 

complementary actions by international partners that share the policy objective.171 

These three fundamentals are essential to the success of economic sanctions. Unfortunately, 

obtaining all three of these principles is often difficult. Examples shown in Cuba, North Korea, 

and Ukraine will demonstrate how the failure to obtain one of the three fundamentals can cause 

an economic sanction to have little impact. The overall goal of a sanction is to destabilize an 

economy. If the economy survives, the economic sanction will have little impact. 

 When employing economic sanctions, many of the intended outcomes are not met and 

result in different outcomes. In some cases, the sanctions have had a strong economic impact on 

the sanctioning country. Another consequence to economic sanctions is the target government 

reacting more resentfully to the foreign country than is expected. In addition, many countries that 

have been sanctioned by the U.S. find another trading partner to fill its roll. In summary, there 

are numerous potential unintended consequences that can be the outcome of trade sanctions. 

 Although economic sanctions are used commonly today by many Western countries, the 

true effectiveness of sanctions remains questionable. Few governments have changed in response 

to economic sanctions and the sanctions have caused these countries to look for other trade 

partners. The advantage to an economic sanction is that it is a non-violent method to influence 

foreign sovereignty and can assist in establishing a democracy. As a result, the potential 

outcomes and historical evidence available make the usefulness of economic sanctions less clear. 

i. Economic Sanctions: The United States Embargo on Communist Cuba 

 One of the most notable sanctions and most recognized by North Americans is the U.S. 

sanctions on Cuba, starting in 1960.172 In 1959, the Cuban people overthrew a U.S. backed 
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regime and became a socialist state with ties to the Soviet Union.173 The U.S. resented the 

nationalization of businesses and Cuba’s revolution towards communism. The sanctions 

followed the nationalization, which involved the transfer of businesses from private to 

government owned, of all-American businesses without compensation from Cuba after the 

revolution of the government.174 The U.S. lost approximately one billion dollars in the 

nationalization. A poor relationship between the countries ensued. Additionally, the U.S. was 

against the many human rights violations committed by the Castro Regime. A Human Rights 

Watch report suggests that 13,000 Cuban citizens have been executed and 100,000 have been 

jailed for opposing Castro since 1959.175 Events that followed were the invasion of the “Bay of 

Pigs”, the Cuban Missile Crisis, and ongoing migration of many Cubans to the U.S. which 

increased tensions between the U.S. and Cuba.176 As a result, the Cubans continue to suffer 

significantly after the loss of American relations. A UN agency stated in May 2018 that the U.S. 

trade embargo has cost Cuba over $130 billion USD over the course of six decades.177 Initially, 

the U.S. embargo forbid travel and trade.178 This damaged the Cuban tourist industry and 

economic institutions. The Cuban government has now spent sixty years under U. S. sanctions. 

 In 1958, the United States accounted for around 70% of Cuba’s imports and exports 

making them a major part of the Cuban economy.179 When the embargo was put in place the 

effects were catastrophic on Cuba’s small economy. The effect on the macro American economy 

was negligible. A U.S. government report from February 2001 states that the removal of trade 

sanctions, at that time, would only increase the American trade deficit by $512 million to $978 

million USD. That is only 0.01 percent of the 2001 American U.S. GDP.180 Over the years, Cuba 
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has used assistance from the Soviet Union to survive. By 1970, Cuba received approximately one 

half of all Soviet foreign assistance.181 In 1991, when the Soviet Union collapsed, Cuba’s GDP 

contracted by 35% throwing the country into a deeper state of poverty than those affected by the 

American Great Depression. The United States has had an overwhelmingly strong foreign 

influence on Cuba through an embargo. 

 The embargo on the government has ultimately influenced the economic status of the 

people. A 2015 article from the Brookings Institute suggests that most Cubans receive under $20 

USD a month.182 In addition, the country only has 173,000 cars for their population of over 

eleven million people.183 It should be noted that the full extent of the poverty of Cuba is difficult 

to quantify as the Cuban government does not have organizations in place to assess the full 

situation, nor would it likely share this information. However, it can be determined that Cuba is 

in a state of poverty. The embargo today is meant to pressure the Cuban government into 

removing communism and move toward a capitalist and democratic society where the people can 

freely vote. An article by John Carey, a Dartmouth College Professor, states that the embargo has 

helped the Castro Regime. He states that Castro used the embargo as an excuse for Cuba’s poor 

economy.184 In addition, the Castro family can use America as an enemy to improve their public 

relations within Cuba. 

 While a communist state, it should be noted that following the Obama Administration's 

attempt to normalize trade relations with Cuba in the recent decade, Cuba has moved further 

away from communism. In the past ten years, many Cubans have been allowed to work in the 

private sector. The private sector accounts for nearly 40% of Cuba’s Labour force.185 In 2011, 

Raul Castro allowed for the buying and selling of real estate.186 The people of Cuba have even 
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been given access to the internet as well as social media programs.187 As a result, a change in 

U.S. policy has allowed for more change in Cuba than the previous sixty years of trade sanctions. 

Cubans are now allowed to own and sell property, recognize religious holidays such as good 

Friday, and fly abroad.188 While embargo is often considered ineffective, the lifting changes to 

the Cuban embargo has led to significant changes within Cuba. It remains unclear what the 

future holds for the U.S. and Cuba in terms of the U.S. embargo and their relations. 

ii. Economic Sanctions: UN Sanctions Against North Korea 

 While the New Cold War preoccupies news headlines, North Korea has remained a 

consistent threat to world powers for some time. Specifically, the concerns are its nuclear and 

ballistic capabilities for weapons, cyberattacks, money laundering and human rights violations. 

Additionally, it is largely believed that North Korea is among the worst human rights violators in 

the world. Hundreds of thousands perish in political prison camps.189 While the UN Security 

Council has placed heavy sanctions on this country, the sanctions have been undermined as not 

all countries obey them. The sanctions attempt to improve the human rights situation as well as 

demilitarize North Korea. Currently, it is unclear whether the desired outcome is possible. 

 A recent summary of the situation by Eleanor Albert, a writer for the Council of Foreign 

Relations, explains that Leader Kim Jong Un considers nuclear arms to be the only guarantee it 

has that Korea will survive.190 There are numerous U.S. military bases in the region and the U.S. 

regularly holds significant war games in the region.191 Negotiations have been ongoing but all 

have failed since at least the 1990’s.192 In 1985, North Korea signed a “Nuclear Non-

Proliferation Treaty” but they backed out of it in 2003.193 In 2006, the United Nations Security 
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Council (UNSC) passed a resolution to condemn the country’s first nuclear test on October 9.194 

In 2008, North Korea declared its nuclear program to China and committed to shutting down 

parts of its Nuclear Program. In 2011, Kim Jong-Il died and his son, Kim Jong-Un, replaced him 

as the dictator of North Korea. In 2013, the UNSC passed another resolution condemning 

satellite launches and proliferation activities. As Jong-Un performed more nuclear tests, harsher 

sanctions followed two months later. Further sanctions followed in 2016 after the fourth and fifth 

missiles were launched from a submarine. Then again, more sanctions were implemented after 

North Korea sent a missile over Japan195 and then conducted the sixth and the largest nuclear test 

for North Korea in 2017.196 The sanctions, unanimously passed by the UN, ban the trade of 

military equipment, industrial machinery, vehicles, metals, oil, refined petroleum goods, and 

natural gas. Also, luxury goods, and fishing rights are restricted.197 In addition, the assets of all 

individuals involved in the country’s nuclear program are frozen. Only humanitarian assistance 

is allowed.198 However, nearly 100 percent of exports are targeted, and North Korean ships are 

required to be inspected wherever they go in the world. North Korean foreign labourers have also 

been sent home, ensuring that outside currency cannot be returned to Korea.199 Canada has 

reinforced and amended its sanctions as recently as March 4, 2019.200 The United States has put 

its own sanctions in place above what the UN has done and has penalized those countries 

supporting North Korea in various ways. The United States has also issued sanctions on the 

grounds of human rights, under the Obama Administration in 2015.201 While Trump himself 

seems to be focusing on trade sanctions, the US Department of Treasury, in December 2018, 

tried to bring human rights issues back into the light as they issued new sanctions against three 
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North Korean individuals on December 10, 2018. The US failed to get the UN to meet regarding 

human rights issues.202 However, other countries including Japan, South Korea and the European 

Union have also sanctioned North Korea.203 However, South Korea, somewhat compromised as 

a neighbour, has provided Pyongyang with $7 billion in aid between 1991 and 2015, in the form 

of food and medical aid.204  

 The sanctions have not worked in part because they are too difficult to follow. 

Specifically, monitoring ports and ships requires much staff, time and funding.205 Also, some 

note that the actual sanctions are diluted to appease China and Russia as they have veto power at 

the UNSC.206 Interestingly, both countries fear a regime change in North Korea. As well, some 

experts worry that intensifying sanctions may embolden Jong-Un as he has had fifty-eight more 

missile tests than his father’s total of sixteen tests and grandfather’s fifteen tests combined.207 

Some claim that sanctions simply will not work in this scenario, as long as the U.S. remains a 

perceived threat with military bases and activities nearby.208 There is evidence that the sanctions 

have affected the people and not the government of North Korea.209 The people of North Korea 

have lived in a state of poverty for so long, it is a norm. A recent drought has left twenty-five 

million people malnourished and impoverished.210 Additionally, the economy of North Korea is 

very weak. According to The Borgen Project, most North Korean workers make less than $2 to 

$3 a month.211 Furthermore, the Military consumes over 30% of the country’s GDP, between 

80,000 to 120,000 people are imprisoned in prisoner labour camps, and 80% of the residents of 
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North Korea use the addicting drug methamphetamine.212 In addition, the people have little to no 

access to outside sources making it difficult to compare the lives of other countries and political 

systems.213 This state of poverty and isolation allows the government to control every aspect of 

life within North Korea which makes trade sanctions ineffective. 

 Many believe new sanctions are not the answer, but perhaps more effectively enforcing 

the existing ones might be more productive.214 In March 2019, twenty countries were being 

investigated by the United Nations for violating trade sanctions against North Korea.215 Most 

believe that looking at the sanctions again along with other measures, including diplomacy, are 

required.216 In summary, the trade sanctions imposed on North Korea appear unsuccessful. The 

normalized harsh conditions and the inconsistency among many countries to execute the trade 

sanctions has made the sanctions largely unsuccessful.  

iii. Economic Sanctions:  Economic Sanctions Against Russia 

 The current economic sanction on Crimea has been one of the main efforts to promote the 

removal of Russian forces from Ukraine. The Russian annex of Crimea, Ukraine sparked a 

significant moment of tension between the West and the former Soviet Union in the 21st century. 

When Ukrainian President Viktor Yanukovych suspended a trade deal that would bring the 

European Union and Ukraine closer in 2013 due to opposition from the Russians, a mass protest 

in Ukraine broke out.217 During a protest on February 20, 2014, an obvious divide between 

Russian and European citizens escalated into a gunfight. Many were left dead.218 Two days later, 

the president fled Kiev, and the former president and advisory of Yanukovych, Yulia 
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Tymoshenko was released from prison.219 He was initially jailed in 2011 for “abuse of office” 

after a biased trial.220 Within the first two weeks of March, Russia annexed a lower part of 

Ukraine known as Crimea using pro-Russian rebels in Crimea. After the annexation, many 

countries around the world declared the government transition as illegitimate221. Soon after, one 

of the richest men in the country, Petro Poroshenko, won the Ukrainian presidential elections, 

while Pro-Russian separatists were accused of attempting to force people not to vote222. In 

retaliation, Poroshenko signed the European Union Association Agreement for better trade 

deals223. Since then, several ceasefires between government officials and Russian Separatists 

have been agreed upon and violated sparking a civil war. 

 After the annexation, many countries, especially those in NATO, imposed trade sanctions 

on Russia for their undermining of Ukrainian sovereignty.224 The United States specifically 

signed the Executive Order 13660 on March 6, 2014 imposing sanctions on Russia.225 The U.S. 

government has specifically stated that the order: 

[A]uthorizes sanctions on individuals and entities responsible for violating the 

sovereignty and territorial integrity of Ukraine, or for stealing the assets of the Ukrainian 

people. These sanctions put in place restrictions on the travel of certain individuals and 

officials and showed our continued efforts to impose a cost on Russia and those 

responsible for the situation in Crimea.226 
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This annexation of Crimea is a clear threat to the country’s sovereignty and democracy. In 

response, both Russia and the Western world, led primarily by the United States, have imposed 

several trade sanctions and travel bans.227  

 Unfortunately, since both the Western Allies and the Russian Allies have strong 

economic resources, they can equally and significantly affect each other’s economies through 

sanctions placed on each other. On the other hand, Russia is said to have an immediate loss of 

seventy-five billion dollars and is expected to have a slower economic growth.228 Alternatively, 

there is the possibility that the trade sanctions could work against the Western goals. The 

European Union is suffering from the sanctions. Germany heavily relied on Russian oil and 

previously got more than 30% of their oil from Russia. Italy is also heavily reliant on Russian 

oil.229 An article from the Center for Strategic and International Studies suggests that there are 

four ways economic sanctions against Russia could backfire.230 Firstly, the sanctions have caused 

Russian businesses to condemn the U.S. sanctions and support the Kremlin as he is fighting the 

sanctions.231 Secondly, the sanctions imposed by the United States could damage European 

companies, diminishing the U.S. - EU relations. Thirdly, Russia could develop work arounds, 

such as new trade partners or more economic independence, which will decrease American 

influence on Russia’s economy. Finally, if Russia becomes accustomed to the sanctions, the 

leverage of the sanctions becomes compromised. As a result, the trade sanctions imposed on 

Russia could end up backfiring. 
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3. Cyber Influence on Foreign Sovereignty 

In modern day developed countries, it is difficult for foreign governments to strongly 

influence politics through military interference or economic sanctions. Many developed 

countries have strong economies and military forces making any attempt to interfere through 

those methods expensive and difficult. As a result, many developed countries use a new form of 

foreign interference to manipulate the minds of the public and to steal vital information. This 

new method is discrete and threatens the Western world. 

The technological revolution that has occurred over the past three decades has led to 

much of government confidential information to be stored online. This makes them accessible 

from anywhere in the world. As a result, it is a primary target for foreign countries to attack. In 

addition, the internet is the new form of communication. Using social media, several movements 

and revolutions have been started. News agencies now store their articles online and people post 

their private information online as well. This exposure to information, has created a new form of 

advertising and propaganda, or method of foreign influence. Three cases studies involving 

Tunisia, Egypt and the United States are presented below. 

i. Cyber Influence: Social Media Promotes Democracy in Tunisia 

  Although many interference effects from cyber influence have been shown to discredit 

democracy, some instances have resulted in a positive outcome for the people. A prime example 

of this was the cyberoptimism in Tunisia. In Tunisia, the outburst of comments caused a revolt 

within the country to push the government into a more democratic position. The internet first 

came to Tunisia in 1996 and by 2009 the internet had 3.5 million users,232 and almost ten million 

cellphone subscription users.233 In late 2010, a street vendor, Mohamed Bouazizi, lit himself on 

fire supporting a major nationwide protest due to the country suffering from “rising 

unemployment rates, poverty levels, inflation and government repression and corruption”.234 A 
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corrupt police officer confiscated a young fruit sellers cart, humiliating him and causing him to 

make a statement in front of the police station.235 According to Al Jazeera, the protesting began 

in 2008.236 At that time, fewer than 30,000 Tunisians were on Facebook.237 However, the protest 

escalated in 2011 when many Tunisians were able to spread their message over social media.238 

After the burning of Bouazizi, many went to protest at the police station. Many died as a result of 

the brutal police response. This resulted in several deaths.239 Jack Goldstone, a respected 

sociologist, explains how the use of social media encouraged the revolution. In his book, 

Revolutions: A Very Short Introduction, he explains:  

While the regime exercised strict censorship over national television, radio, newspapers, 

and most internet sites, it treated Facebook as simply a social outlet and left it alone. 

Because Tunisia had a relatively large middle class, the percentage of Facebook users 

among young people was the highest in North Africa. News of the events in Sidi Bouzid 

[the site of the original protest] and the brutality of the police response spread rapidly 

online, soon reaching Al-Jazeera, which broadcast it throughout the Arab world.240 

The protest began with simple comments being posted on Social Media defying the government 

oppression. As time passed, the comments became more explicit and resilient. Additionally, 

many Tunisians made Facebook accounts. By May 2012, over three million Tunisians were on 

Facebook.241 With each comment, the citizens felt safer in numbers and bolder. This fueled their 

courage to revolt. The social media connected them and allowed them to fight for their rights. In 

retaliation, the Tunisia government attempted to hack and block social media programs in the 

country. However, a group called Anonymous restored the social media by hacking the 
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government.242 As a result, later that January, the President Ben Ali fled the country to Saudi 

Arabia ending his autocratic rule.243 This resulted in the ability to develop a new democracy. 

  The impact of social media had two major impacts on this event. Primarily, it allowed the 

activists and protesters to communicate with one another, uniting them. Secondly, the spread of 

the protest over social media sparked the Arab Spring Revolution causing multiple countries to 

revolt against their leaders. The social media allowed for the end of a twenty-year rule of an iron 

fist in Tunisia.244 As a consequence of social media, there was a ninety percent voting rate of 

registered voters.245 Social media has facilitated democracy and triggered revolutions against 

autocratic regimes in foreign countries. 

  Social media had a significant impact on the revolution in Tunisia. Social media allowed 

information and ideas of the protests to spread around the country quickly. The people were then 

able to organize a coordinated protest to fight for their democracy. As a result, they now live in a 

stronger democracy with improved human rights. 

  A secondary impact of social media is the start of the Arab Spring Revolution. After the 

Tunisian Revolution, several other similar regimes came under attack. The Mubarak regime in 

Egypt, the Gaddafi regime in Libya, the Assad regime in Syria and several others.246 These 

revolutions were also connected through social media. It should be noted that the revolutions 

following Tunisia, did not have the same democratic outcomes, yet they were instigated by the 

positive outcome in Tunisia. The use of social media in Tunisia began many other revolutions. 

 
242 “The Impact of Social Media on Social Unrest in the Arab Spring.” The Impact of Social Media on Social Unrest 
in the Arab Spring | Public Policy Program, 1 Jan. 1970, publicpolicy.stanford.edu/publications/impact-social-
media-social-unrest-arab-spring. 
243 Ibid. 
244 “Arab Spring.” History.com, A&E Television Networks, 10 Jan. 2018, www.history.com/topics/middle-
east/arab-spring. 
245 Pickard, Duncan. “Challenges to Legitimate Governance in Post-Revolution Tunisia.” The Journal of North 
African Studies, vol. 16, no. 4, 2011, pp. 637–652., doi:10.1080/13629387.2011.639563. 
246 Mitchell, Amy, et al. “The Role of Social Media in the Arab Uprisings.” Pew Research Center's Journalism 
Project, Pew Research Center's Journalism Project, 28 Nov. 2012, www.journalism.org/2012/11/28/role-social-
media-arab-uprisings/. 



P a g e  | 58 
 

ii. Cyber Influence: The Arrival of the Arab Spring in Egypt 

Following the revolution in Tunisia, Egypt began its own revolution to end the Hosni 

Mubarak rule. In early June 2010, a young man named Khaled Saeed was murdered by the 

Egyptian police for spreading a video showcasing their corruption. The video showed Egyptian 

police dividing the remains of a drug bust.247 This led to the creation of a Facebook group called 

“We Are All Khaled Saeed”, which was spearheaded by a Google executive and Cyber Activist 

Wael Ghonim.248 As a result, the Egyptian revolution began on January 25, 2011 when the 

Egyptian people held a mass protest in Cairo’s Tahrir Square to oppose the dictator who had 

ruled for thirty years.249 In the same month that the Tunisian dictator fled Tunisia, 90,000 

Egyptians supported their own ‘Day of Rage’ on Facebook.250 In retaliation, the President, Hosni 

Mubarak agreed to not run again for office and reform the constitution.251 However, he 

proceeded to attempt to shut down internet services. Google, an American brand, created a 

Speak2Tweet application on Twitter allowing the protestors to communicate.252 For eighteen 

days, tens of thousands of people protested in Cairo as the President refused to step down.253 The 

government responded by sending out police units to fight the protestors. This led to the death of 

hundreds of protestors but eventually President Mubarak agreed to step down igniting a major 

celebration across Egypt.254 

In 2012, the first democratically elected president, Mohammed Morsi, was sworn in.255 

Almost one year after the election, protestors demanded he step down as the Morsi 
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administration continually failed to introduce government reforms. The United States had a 

strong influence on this issue as well. They supported Morsi, as Egypt was a key ally in Africa, 

and threatened to remove economic aid if Morsi did not help settle the issue peacefully. This 

resulted in a military led coup which replaced Morsi with the military dictator Abdel Fattah Al-

Sisi. Al-Sisi now rules the country strictly and aggressively crushes any opposition party. In one 

week in August 2013, approximately 1,000 Egyptians were killed in protests against the military 

government.256 The new government also imposed new laws such as the ‘anti-protest’ law which 

does not allow for the gathering of more than ten people without government approval.257 Now, 

many believe Egypt was better under the Mubarak regime. The initial intention of the removal of 

Mubarak unfortunately led to a stricter more oppressive regime. 

With respect to cyber interference, Facebook is used in Egypt as one of the main sources 

of media. The current rulers of Egypt, the Supreme Council of Armed Forces, have more than 

700,000 followers on Facebook and use it to make announcements.258 While this is the primary 

current use of social media in Egypt, Facebook is mainly recognized for spreading the Arab 

Spring movement. Through Facebook, Egyptians observed what was happening in foreign 

nations and were compelled to start their own revolution. The use of social media in these 

countries has led to large social and political change within their countries. 

iii. Cyber Influence: Russian Manipulation in the United States 2016 Federal 

Election 

 The biggest threat to democracy in the twenty first century is the Russian “hacking” 

interference in the affairs of the United States. This is achieved through new artificial 

intelligence (AI) technology known as “bots” (an autonomous program on a network (especially 

the Internet) that can interact with computer systems or users, especially one designed to respond 

or behave like a player in an adventure game).259 Bots are used to influence the minds of 
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Americans by interacting online with American voters, to influence public opinion. In 2016, 

Republican US President Donald Trump won the 2016 federal election to become the President 

of the United States.260 However, after the election, there is still much debate over the legitimacy 

of Donald Trump’s victory because of at least three cyber-based methods. Firstly, it had been 

determined by June 2016 that Russians, possibly connected to the government, had hacked the 

Democratic National Committee (DNC) and leaked emails to the public. Second, using data 

retrieved from social media websites, political consulting firms were able to create a profile on 

Americans using social media to help campaign officials focus their efforts on opinions 

compatible with voters. And third, Russia and other foreign countries used social media and 

artificial intelligence algorithms to target specific individuals with false news advertisements 

which would ultimately influence the election. All three interference regimens gave the 

Republicans advantages over the Democrats in the Trump election in 2016. This intervention in 

the American election has shown the world democracy’s true vulnerability. Indeed, methods of 

exploiting the internet multiplied faster than could be recognized and the implications are more 

widespread than people could conceive 

Firstly, the exploitation of the DNC through hacking and Wikileaks is a demonstration of 

how susceptible political parties are to privacy violations. The initial hacking began with a 

phishing email, an email sent from a hacker that looks like an official organization website 

asking for the reader to change a password. This was sent to John Podesta, the Chairman of 

Democratic 2016 presidential campaign.261 When he ‘changed his password’, the hackers were 

fully able to access his emails and send the phishing emails to all of his associates. As a result, 

foreign hackers were able to access classified information and release it to the public. They 

released the majority of the emails through Julian Assange and Wikileaks.262 They were also 

posted on a website named DCLeaks which claimed to be “American hacktivists who respect 

and appreciate freedom of speech, human rights and government of the people”.263 It was later 

 
260 “Donald Trump Wins U.S. Election in Astonishing Victory | CBC News.” CBCnews, CBC/Radio Canada, 9 Nov. 
2016, www.cbc.ca/news/world/trump-victory-1.3842225. 
261 “2016 Presidential Campaign Hacking Fast Facts.” CNN, Cable News Network, 2 May 2019, 
www.cnn.com/2016/12/26/us/2016-presidential-campaign-hacking-fast-facts/index.html. 
262 Ibid. 
263 Mansfield-Devine, Steve. “Hacking Democracy: Abusing the Internet for Political Gain.” Network Security, vol. 
2018, no. 10, 2018, pp. 15–19., doi:10.1016/s1353-4858(18)30102-8. 



P a g e  | 61 
 

discovered that this was a front for one of Putin’s allies.264 While it may be positive that the truth 

was revealed, Oliver Tavakoli, Chief Technology Officer at the cyber security organization 

known as Vectra explains the leaks’ relevance:  

[Y]ou have what happened in the election with regards to the DNC, which is that you 

hack into an organization and you expose information that you gain from those hacks… 

Even if it is all accurate, this will always show the party in the worst possible light.265  

By damaging the reputation of the DNC, it is thought that voters viewed Democrats negatively.  

The hacking of the organizations and electoral institutions also poses a threat to 

democracy as it interferes directly with the actual counting of the votes. Josef Stalin, a former 

leader of the Soviet Union is known for his famous quote from his memoirs: “It's not the people 

who vote that count. It's the people who count the votes.”266 A major threat to the democratic 

system is the hacking of the actual election institution. Many institutions have already been 

hacked, and as there is a possibility that an electronic election service can be hacked. In 2018, 

over 300 Universities were hacked, 144 of which were located in the United States.267 In 2014, 

the online marketplace, eBay, was hacked.268 The Russians were even able to hack a U.S. power 

grid.269 This ability to exploit certain establishments that have been placed online is a reason for 

concern regarding the ballot counting and therefore the validity of the outcome. As a result, the 

most apparent form of cyber interference would be through meddling with the ballot count 

The use of data in the 2016 American Federal election has revolutionized the way for 

Russia to influence democratic decision making. The primary example of data misuse is the role 

of Cambridge Analytica in the election. The company was able to establish specific profiles 

identifying the personality of people and then allowing for political leaders to target their 
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audience with specific advertisements that would likely have greater influence. The data 

collecting organization used information from Facebook to determine up to 5,000 data points on 

220 million Americans.270 It was not until 2018 that the world had discovered that Facebook had 

used eighty-seven million Facebook accounts to harvest data271. This data was ultimately used by 

those in favour of Trump and the Republican administration to specialize their campaign.272 

Unfortunately, due to lack of regulations relating to the use of psychographics (the study and 

classification of people according to their attitudes, aspirations, and other psychological criteria, 

especially in market research.),273 there are few laws to prevent this influence from happening 

again. It is likely not a coincidence that the role of social media took on an even more specific 

role of targeting people, as the study of neuroscience explored the differences of opinions in 

people with different neuroanatomy. Study results started appearing in 2012.274, 275, 276  It is likely 

that this method of influence will be used more predominantly in future democratic elections, 

and perhaps in even more sophisticated ways. This highlights the facts that this cyber threat to 

democracy is a significant and overwhelming global issue. 

Also, in relation to the Russian hacking crisis, bots were used to refute or discredit any 

point made by officials of the DNC.277 Many of these bots spread fake news to provide viewers 

with alternative facts which could sway their perspective. Many fake Facebook accounts were 
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made to diminish the Clinton Campaign. Over six months, Facebook closed down 1.3 billion 

Russian fraudulent accounts.278 Russia also created hundreds of thousands of bots that spread 

fake news across social media platforms. They were able to target specific individuals by 

accessing information and profiling the voters. For example, an app run by Under Armour was 

hacked, leaking over 150 million users’ usernames, passwords and emails.279 Even today 

Facebook is finding remnants of Russia’s influence. In January 2019, Facebook took down over 

364 pages and accounts that were linked to a Russian organization.280 However, since the 

Russian bots did not directly change the ballot vote, no international laws were explicitly 

violated.281 As a result, there is nothing preventing this from happening again.  

While it may seem overly dramatic, the spreading of fake news and use of bots may have 

had a more significant impact on the election than expected. Many experts have stated that this 

new exposure is having a global impact on the minds of voters which has influenced world 

politics. Laura Galante, a cyber security expert, in her TED Talk, How (and Why) Russia Hacked 

the U.S. Election, provides the reason why the fake news had a major impact on democratic 

systems, 

As our realities are increasingly based on the information that we're consuming at the 

palm of our hand and from the news feeds that we're scanning and the hashtags and 

stories that we see trending, the Russian government was the first to recognize how this 

evolution had turned your mind into the most exploitable device on the planet. And your 

mind is particularly exploitable if you're accustomed to an unfettered flow of information, 

now increasingly curated to your own tastes. This panorama of information that's so 
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interesting to you gives a state, or anyone for that matter, a perfect back door into your 

mind.282 

The use of the fake news and target advertising was able to appeal to a person’s bias’ and 

manipulate them to make a decision favourable to the influencer. This manipulation is 

responsible for many decisions made by voters. 

Additionally, foreign events across the globe have been reminiscent of this event. A 

commonly referenced event is the ongoing political decision in which the United Kingdom is 

willing to leave the European Union. The movement is known as Brexit.  Similar to the 

American election, they are receiving fake news and spams from foreign controlled bots on 

social media. In October 2018, 3,800 fraudulent accounts were found on twitter with 1 102 posts 

with the tag “#ReasonstoLeaveEU”.283 Research from the United Kingdom’s new National 

Cyber Security Centre shows that in 2016 there were more than 156,000 Russian based accounts 

on Twitter, many of which were automated bots.284 This influence has implemented alternative 

facts in the minds of the UK citizens which has caused them to question the truth. Another TED 

Talk speaker, Journalist Carole Cadwalladr, stated in her TED Talk, Facebook’s Role in Brexit - 

and the Threat to Democracy,  

This is a lie [referring to an advertisement on Facebook which states “Turkey’s 76m 

people are joining the EU”], it's a total lie. Turkey is not joining the European Union. 

There's not even any discussions of it joining the European Union. And most of us, we 

never saw these ads, because we were not the target of them. "Vote Leave" identified a 

tiny sliver of people who it identified as persuadable, and they saw them. And the only 
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reason we are seeing these now is because parliament forced Facebook to hand them 

over.285 

The truth of how greatly the fake news affected the vote is still unknown. This ad is not the only 

one of its kind. As a result, the influence of use of cyber propaganda has become a strongly 

favourable method around the world, which has proven itself capable of damaging even the 

strongest of democracies. 

In conclusion, cyber interference on the U.S. political election played many roles, all of 

which should not be underestimated. Foreign entities can hack institutions, interfere with the 

election process, or manipulate the public through social media. As a result, it has strongly 

influenced American politics. The true extent of damage is still unknown. Since Russia was able 

to impact one of the strongest democracies in the world, the defense against this foreign 

interference method must be prioritized. While more vulnerable, the U.S. and many other 

developed countries have learned first-hand of the modern problem in social media affecting 

elections and decision-making processes. They have learned that laws need to be implemented 

and freedom of thought needs to be a higher priority. Canada has recently been warned by 

Anders Fogh Rasmussen, Former President of Denmark, as well as Michael Chertoff, Former 

Homeland Security Secretary.286 Their message is that Canada needs to take this issue very 

seriously as interference is very likely. On a recent tour to Canada, they presented a new 

platform, an “Election Pledge” for all those running in elections.287 The idea is to get those who 

run in elections to commit to not disseminating false information. This follows a week after the 

Privacy Commissioner of Canada publicly announced that social media companies have 

breached laws in this country, and there is little time to have laws changed.288 Unfortunately, 

while Minister Gould, Minister of Democratic Institutions has indicated that the era of social 
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media self-regulation may be coming to an end,289 there are no current laws to combat this form 

of foreign influence on Canada. Until there are laws and methods of holding people and nations 

accountable, democracy is vulnerable. Cyber interference by foreign nations of the fundamental 

foundation of democracy, the right to vote, makes this a global issue of paramount importance. 
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Canadian Connection on Foreign Sovereignty 

i. Military: Peace Operations, Foreign Impact, and Counter Terrorism 

 Canada has a long history of military intervention in peacekeeping and peacemaking 

operations. Canada being a country of thirty-four million, has a relatively small army of 65,000 

personnel.290 However, as a developed country, Canada has access to many new technologies as 

well as American products making Canada’s military highly influential in world affairs. As a 

result, the Canadian military is small but highly effective. This feature has given Canada a strong 

position on the global stage. Canada has supported many peacekeeping, peacemaking and 

peacebuilding operations and has contributed to several attempts to improve democracy or 

human rights in foreign countries.291 

Canada’s main contribution to the world is the involvement in peace operations run by 

the United Nations (UN). Many believe it is part of Canada’s identity. Canada has played a large 

role in UN peace operations in Afghanistan, Balkans, Cambodia, Congo, Cyprus, East Timor, 

Egypt, Ethiopia/Eritrea, the Persian Gulf War, Haiti, Rwanda, Somalia, and Syria.292, 293 It should 

also be noted that Canada is currently in Mali on a peacekeeping operation.294 When the UN was 

formed in the Cold War, the organization had their sights set on creating an international force to 

oversee peacekeeping operations.295 Unfortunately, due to the increased tension of the Cold War, 

this UN collective force was never realized. Instead, the UN must settle on using piecemeal 

temporary military forces from membership countries.296 
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291 Shadwick, Martin. “Canada and Peace Operations: Walking Back, Looking Forward” Canadian Military Journal 
2018. 
292 Defence, National. “Peace Support Operations (1954-Present).” Canada.ca, 7 May 2018, 
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The first use of this peacekeeping role for Canada came in 1948.297 Tensions were rising 

between India and Pakistan and the fear of a physical conflict was imminent. In the first wave, 

Canada sent in eight officers who would help spearhead the operation.298 In 1954, Canadian 

Major-General E.L.M. Burns took command over the entire UN force stationed in Kashmir.299 

Two years later, Canadian Diplomat Lester B. Peterson played a crucial role in the Suez Crisis 

and helped create the United Nations Emergency Force.300 Canadians continued to support peace 

operations and considered it part of their national identity. Unfortunately, the reputation of 

peacemakers wavered in the late twentieth century by a scandal in Somalia and the failure of a 

few missions. Canada is currently trying to restore their peacekeeping reputation.301 

Currently, Canada is involved in Operation PRESENCE. Operation PRESENCE is a 

United Nations Integrated Stabilization Mission in Mali consisting of fifty-seven partner 

countries. Canada has sent approximately 250 personnel and eight helicopters to support the 

ongoing mission.302 A recent mission update (as of May 1, 2019), states that the Task Force-Mali 

has conducted nine medical evacuations, transported more than 5,800 passengers and carried 

more than 369,000 pounds of cargo.303 The mission is set to complete in July, 2019.304 

Canada is debating whether to extend its operation in Mali. The UN is urging Canada to 

remain in Mali until Romanian replacements can take over on October 15.305 Canadian 

involvement in Mali has been essential in promoting the UN peacekeeping operation. The issue 

of pulling the military out of Mali is a controversial decision for Canadians. While they have 

been asked by the UN to stay longer in Mali, Canada has been silent about why troops might 

leave early.306 It is presumed that the Chinook helicopters deployed in Mali are needed to combat 
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wildfires in Canada.307 In addition, the summer season in Mali is very harsh on the soldiers and 

equipment resulting in higher upkeep and maintenance demands.308 As a result, the Canadian 

government has been reluctant to continue its deployment in Mali. 

Canada also participates in international conflicts to aid countries in support of 

democracy. Canada is in the process of debating whether or not to interfere with the Venezuelan 

crisis through military interference. Supporting the President, Juan Guaido, would improve the 

human rights and democratic institutions within Venezuela. However, alternative motives may 

be influencing the decision to interfere with foreign politics. John Kirk, a Dalhousie University 

Professor, questions some of the motives behind a military intervention: “Would Canada be 

doing this if there weren't elections this year? Would the United States be interested in doing this 

if the oil interests had not been nationalized in 2007 and if the largest reserves of oil were [not] 

available in Venezuela?”309 With Venezuela owning the largest oil reserves (300,878 million 

barrels),310 one can infer that the United States has an economic motive for supporting an 

opposition government. Some organizations such as Canadian Union of Public Employees 

(CUPE), which represents 680,000 employees across Canada,311 are condemning Canada for 

interfering with “democratic processes and sovereignty of the Venezuelan people.”312 

Additionally, intervention with the Venezuelan sovereignty could negatively impact relations 

with communist countries such as China, Cuba, and Russia. Another concern is the cost of 

funding an operation in Venezuela and funding the restructuring of Venezuela to help establish 

democratic institutions. As a result, Canada’s involvement and decision to interfere with the 

Venezuelan Crisis could be a defining moment for the Liberal Government of Canada. 
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 Another current issue is Canada’s war on terrorism. Currently, Canada is supporting Iraqi 

forces through Operation IMPACT.313 In the first month of the operation, September 2014, 

Canada made twenty-five flights transporting more than 1,600,000 pounds of military supplies to 

Iraq. The 850 Canadians are tasked with removing Daesh forces, which consist of Islamic State 

extremist groups.314 The mission has been met with outstanding success as the Daesh forces have 

lost 98% of the territory they once occupied and more than 7.7 million people have been 

liberated.315 The Canadian government announced on March 18, 2019, the mission will continue 

until the end of March 2021.316  

 Canada has a military involvement and responsibility around the world. Canada is 

involved with peace operations, foreign crises which concern human rights and democracy. The 

military is also involved in counter terrorism. As a result, Canada has a major role in the global 

community. Although Canadian forces are predominantly used to promote peace, human rights 

and freedom, whether Canada should interfere with foreign countries’ sovereignty remains a 

controversial issue. 

ii. Economic Sanctions: The Use of Canadian Trade Sanctions 

 Economic sanctions are one of Canada’s key methods of foreign interference. Economic 

sanctions allow for Canada to condemn and punish foreign countries without violence. In 

addition, with Canada’s GDP (Gross Domestic Product) ranked tenth in the world at 1.65 trillion. 

American dollars, trade sanctions with developing countries have less of an effect on Canada’s 

economy.317 While trade sanctions have many benefits, they are not as effective as military 

intervention. Canada currently has many trade restrictions on countries such as Russia, 

Venezuela, Iran, and many others condemning them for unjust actions or lack of humanitarian 

rights within a country.318 All Canadian sanctions are implemented under the United Nations Act 

 
313 “CUPE Statement on the Situation in Venezuela.” Canadian Union of Public Employees, cupe.ca/cupe-
statement-situation-venezuela. 
314 Ibid. 
315 Ibid. 
316 Ibid. 
317 Bajpai, Prableen. “The World's Top 20 Economies.” Investopedia, Investopedia, 5 May 2019, 
www.investopedia.com/insights/worlds-top-economies/. 
318 “Current Sanctions Imposed by Canada.” Foreign Affairs Trade and Development Canada, 12 Apr. 2019, 
www.international.gc.ca/world-monde/international_relations-relations_internationales/sanctions/current-
actuelles.aspx?lang=eng. 



P a g e  | 71 
 

(UNA), the Special Economic Measures Act (SEMA) or the Justice for Victims of Corruption 

Foreign Officials Act (JVCOA).319 These sanctions are used to change foreign government 

policies and ultimately interfere with their sovereignty. 

 As part of the UN Canada agreed to join the many trade sanctions on North Korea. The 

restrictions imposed on North Korea are specialized to promote peace and human rights within 

North Korea. The first set of trade restrictions came in 1993, when the Democratic People’s 

Republic of Korea (DPRK) stated their intentions to leave the Non-Proliferation Treaty to the 

International Atomic Agency.320 In other words, to begin building nuclear weapons capability. 

Later, in response to the DPRK’s ballistic missiles test on July 5, 2006, the UN Security Council 

condemned North Korea and implemented resolution #1874 (which details the nature of further 

imposed sanctions).321 In the past decade, many trade sanctions have been tightened and more 

have been added.322 Canada has imposed many sanctions on North Korea restricting many 

imports and exports to be passed through the border.323 The only exceptions are for humanitarian 

aid purposes.324 Although Canada penalizes the DPRK for their missile tests, Canada continues 

to provide humanitarian assistance to the people of North Korea. Canada has provided over 

thirty-three million dollars in humanitarian aid through the United Nations World Food 

Programme and United Nations International Children’s Emergency Fund (UNICEF). While 

food, medicine and other human fundamental supplies are donated to the people of the DPRK, 

no money enters the DPRK or supports North Korean organizations.325 As a result, Canada has 

been known for using its trade sanctions to predominantly protect basic human rights and 

freedoms.  
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 Canada also uses trade sanctions to deal with foreign crises. A prime example is the 

condemnation of the unlawful Russian Federation annexation of Crimea, Ukraine. In March 

2014, Canada joined many in the international community by imposing trade sanctions on 

Russia.326 Canada’s primary goal for the trade sanctions is to help establish democratic and 

economic reforms as well as restore Ukrainian sovereignty by following through with the 

commitments outlined in the Geneva meeting in 2014.327 Canada, as of April 2019 has 

implemented sanctions on over 300 individuals and entities in Russia and Ukraine.328 

Additionally, Canada has donated over 750 million dollars and sent 300 observers to support the 

Ukraine crisis. Canada has also supported their efforts through operation UNIFIER, with 200 

military personnel alongside the United States and United Kingdom to train security forces in 

Ukraine.329 Furthermore, to support the country, trade has increased with Ukraine. Trade 

increased by 45.4% from 2014 to 2015.330 In summary, Canada also uses its trade restrictions to 

promote democracy and sovereignty. 

 Lastly, Canada uses its trade sanctions to support the UN operations. Specifically, to 

support a UN Security Council resolution. Canada imposed trade restrictions on Mali under the 

United Nations Act.331 According to Resolution 2374, which was established in 2017, trade and 

travel restrictions were placed on designated individuals.332 However, Canada continues to 

support the country and the establishment of a proper democracy. Development assistance 

reached 123.5 million Canadian dollars from 2016 to 2017 and Canadian investments were 659 

million Canadian dollars in 2017.333 Canada has significant mining investments in Mali making 
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trade with Mali important to Canada.334 All in all, Canada follows the international community 

and establishes economic sanctions to support UN objectives. 

 In summary, trade sanctions are a key tool to the government of Canada. They are used to 

enforce human rights and freedom, promote democracy and sovereignty, and support United 

Nations objectives. As a result, trade sanctions are Canada’s method to penalize foreign regimes 

without resorting to violence. Trade restrictions have been proven to be easily implemented and 

are support operations to affect foreign regimes. However, it must be noted that trade sanctions 

alone have not been effective, and they are most effective when implemented in partnership with 

other countries, thus the decision to follow and abide by the UN.  

iii. Canada Cyber Security: Cyber Propaganda and Privacy Violations 

While Canada uses military intervention and economic sanctions, cyber intervention is a 

method that reveals a great vulnerability in the democracy of Canadians. With an increased 

amount of exposure to social media and internet sources, Canadians are more susceptible to 

manipulation from propaganda and surveillance than ever before. According to Statista, over 

25.3 million Canadians, or just under 70% of Canada’s population, use social media.335 Foreign 

countries have two main influences on the next Canadian election. They can directly hack 

Canadian organizations to control and reveal classified information regarding specific 

institutions. They can spread propaganda through social media. This growing cyber threat is a 

major concern to Elections Canada and many Canadians nationwide.336 With half of all advanced 

democracies hosting elections attacked by a cyber threat in 2018, Canadian cyber security is on 

high alert.337 The upcoming 2019 federal election will be an important moment for Canada. 

 The most obvious form of interference would be the interference with organized 

institutions. Today almost everything is run by artificial intelligence enabled computers. 
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Infrastructure, medical care, energy grids, agriculture and many other things, use computer 

databanks. The institutions also are now interwoven together providing essentials to the 

community. An example is the hacking of the Canadian based World Anti-Doping Agency, as 

well as the Canadian Centre for Ethics in Sport.338 Many intelligence agencies see this hack as a 

retaliation response to the agencies banning Russian athletes in international sport competitions. 

The biggest fear is that the Russians will hack into a Canadian political party, much like the 

hacking of the American Democratic National Party. As a result, a cyber-attack on a Canadian 

institution could have catastrophic consequences on the advancement of Canadian democracy. 

 Although the most obvious threat is the direct hacking of the election, the most influential 

and modern threat to Canadian democracy is the targeted propaganda displayed to certain users 

through social media. Additionally, social media websites have been abusing data collected from 

their programs to advertise specifically to individuals. Recently, Facebook has been convicted of 

harvesting information without the knowledge of their Facebook users.339 Approximately eighty-

seven million Facebook users, including more than 622,000 Canadians, had their personal 

information stolen.340 

 Canada has recently been warned by Anders Fogh Rasmussen, Former President of 

Denmark and Past Secretary General of NATO, as well as Michael Chertoff, Former Homeland 

Security Secretary and now Leader of Freedom House.341 Their message is that Canada needs to 

take this issue very seriously as interference is very likely. On a recent tour to Canada, they 

presented a new platform, an “Election Pledge” for all those running in elections.342 The idea is 

to get those who run in elections to commit to not disseminating false information. This follows 

a week after the Privacy Commissioner of Canada publicly announced that social media 
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companies have breached laws in this country, and there is little time to have laws changed.343 

Unfortunately, while Minister Gould, Minister of Democratic Institutions has indicated that the 

era of social media self-regulation may be coming to an end,344 there are no current laws to 

combat this form of foreign influence on Canada. Until there are laws and methods of holding 

people and nations accountable, democracy is vulnerable. Not only is the cyber threat a 

significant global issue, it is very much a real local issue for all Canadians. 
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Logic of Evil 

 Appreciating the logic of evil may appear simple, however, time and history has revealed 

that ‘evilness’ is layered and deep. As is the logic of ‘goodness’. In terms of foreign interference, 

any government who participates in violating the current institutions or sovereignty of a foreign 

country can be considered immoral or “evil”. Alternatively, countries that support or reinforce 

vulnerable countries are often viewed as altruistic. Ideally, foreign interference should be fair, or 

helpful, and stand the “test of reasonableness”. Even so, the motivations may not be clear. 

However, the complexity of this issue begins with the realization that most countries 

interfere for a variety of reasons. Therefore, determining whether the actions of a country on 

another’s sovereignty are immoral or not, can be very difficult. For example, the needs of a 

country may be complex and not initially well understood by itself or other countries. Initial 

intentions may not correspond to resulting outcomes, and vice versa. The motivations for foreign 

intervention can be as complex as the diversity of human nature. Some peoples and nations 

encourage moral ideals such as the protection of human rights or to assist in humanitarian aid. 

Others justify infiltrating foreign countries for resources and power. In summary, actions can 

appear moral (good) or immoral (evil). There are many sides and effects of foreign interference. 

However, ensuring that both the benefits and risks of foreign influence are transparent is helpful. 

Only after evaluating this, can true motives be understood. Establishing the motives of a foreign 

country’s influence on another country is key to identifying where the power lies, the magnitude 

of a power differential between the involved countries, and the values at stake. This lends to the 

logic of the evil. Therefore, it becomes very important to recognize why a country would 

intervene in another country’s sovereignty, how moral nations justify this action, and finally, the 

vulnerabilities of nations in present day examples.  

Firstly, why would a foreign country intervene in another country’s sovereignty? There 

are several reasons, but this question ultimately is linked very closely to the reasons why 

countries choose to enter war. The latter has been well studied and the main reasons often cited 

are: economic, increasing territory, religion, nationalism, revenge, civil war, revolution, and 



P a g e  | 77 
 

defense.345 The difference between a nation’s motives for war versus a potentially less aggressive 

move is that when countries consider war, they (1) often believe that the gains outweigh the 

costs, and (2) there has been a failure in bargaining with the other country.346 Obviously, when 

one considers the cost of war, one also must consider the potential human and property 

devastation. Using other forms of foreign influence may provide smaller outcomes, and less 

severe reactionary consequences, in some estimations. However, foreign influence should be 

considered as part of the continuum of the pathway toward war. While overt warfare or 

aggressive military action may never be a consideration for some people, political theorists have 

provided numerous frameworks to help explain the ‘unthinkable’ act of engaging in war. For 

example, when war or foreign influence is used in the name of religion, revenge, or ethnic 

cleansing and other ideological killings, the authors of one paper theorize that countries can 

influence nations and go to war for rational or irrational reasons. For example, “religion can 

motivate one country to influence another in a realm “outside the realm of rationality” and can 

lead one actor to act, not based on their choice, but another duty or under the direction of a 

“higher being or religious code””. The authors clarify that one cannot bargain with believers of 

this ideology. While war in the name of religion used to be a motivating force in centuries 

leading up to 1900, World War II and Hitler’s pursuit to eradicate the Jewish peoples appears to 

have slowed wars in the name of religion. However, too commonly ethnic cleansing and revenge 

continues, overtly and covertly.  

 Second, while it can be easily argued that providing humanitarian aid benefits the souls 

of everyone involved, how do ‘moral’ nations consider engaging in a rational and moral war 

against others? This is eloquently explained by Barack Hussein Obama, forty-fourth president of 

the US, in his 2009 Nobel Peace Prize Acceptance Speech, called “A Just and Lasting Peace”. 

He explains that over time, “the concept of a ‘just war’ emerged, suggesting that war is justified 

only when certain conditions were met: if it is waged as a last resort or in self-defence; if the 

force used is proportional; and if, whenever possible, civilians are spared from violence.”347 
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He further explains: 

I believe that all nations – strong and weak alike – must adhere to standards that govern 

the use of force. I – like any head of state – reserve the right to act unilaterally if 

necessary, to defend my nation. Nevertheless, I am convinced that adhering to standards, 

international standards, strengthens those who do, and isolates and weakens those who 

don’t.348 

In his advocacy for peace, he explains that it was also after the end of World War II that it 

became clear for the need for institutions to be “constructing an architecture to keep the peace.” 

This led to the development of the League of Nations, for which President Woodrow Wilson 

received the Nobel Peace Prize in 1919. This institution endured for twenty-five years before the 

United Nations and a Marshall Plan was developed.349 

Unfortunately, Obama notes (1) this architectural scheme seems to be failing as the world 

dynamic continues to evolve; and (2) “the instruments of war do have a role to play in preserving 

the peace”.350  Obama’s ability to simply describe the paradox that war is essential, but it is 

“never glorious”, is a believable truth. (War if justified for self defense, keeping the peace, and 

issues of global security.)351 He states, “Where force is necessary, we have a moral and strategic 

interest in binding ourselves to certain rules of conduct.” The problem is, when others do not 

adhere to this code of conduct.  Is there a logic to their ‘evil’? Obama postulates, “For true peace 

is not just freedom from fear, but freedom from want.”352 One obvious problem is that all nations 

do not have equal resources, strengths, economies, populations, governments, public policies or 

futures. Some have gaping weaknesses so large that self-reflection and evaluation of their 

situation is a privilege they cannot find. Understanding one’s situation requires reflection, 

education, time and a greater perspective. While Obama has an educated, experienced approach, 
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and acknowledges that he himself has benefitted from his circumstances and surroundings, 

namely a ‘progressive society’, not everyone or every nation has received such benefits. Their 

‘want’ fuels their evil.  

Daily, there appears to be renewed and rising tensions between the democratic United 

States and the communist Russian Federation. The world has entered a time of a second Cold 

War. Both countries are struggling for power to promote their ideals around the world. They both 

have countries who align with their respective ideals and assist in promoting their values. Both 

parties have interests in interfering with a foreign countries’ politics and sovereignty. In Western 

news sources, the New Cold War can be relatively simplified to two sides, the free democratic 

side of the United States advocating for human rights and freedoms, and the power hungry 

autocratic totalitarian side of the Russian Federation.  

i. Logic of Evil: The Position of the United States 

 The Western world, led by the United States, has been increasingly influential ever since 

the Second World War and the failure of the League of Nations. After the First World War, the 

United States took a more relaxed look towards international affairs. Originally, they refused to 

join the League of Nations as they did not want to take sides in any future wars.353 Even when 

World War II began, the United States did not participate. They were eventually dragged into the 

war after the Japanese bombed Pearl Harbor.354 The country went on to lose 418,500 people 

fighting in the war.355 In the aftermath of the war, the country recognized the need to participate 

in international affairs. As a result, they strongly supported the United Nations’ official 

development in 1945.356  The United Nations has been devoted to one goal: “The maintenance of 
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international peace and security”.357 The United States under the Trump Administration has 

stated their foreign policy as follows:  

President Trump is bolstering American influence by leading a coalition of strong and 

independent nations to promote security, prosperity, and peace both within America’s 

borders and beyond. The promise of a better future will come in part from reasserting 

American sovereignty and the right of all nations to determine their own futures.358 

President Trump has been the president since 2017. Although this has been the current American 

foreign policy, this differs from previous foreign policies. After the Second World War, 

President Truman stated: “[It is] the policy of the United States to support free peoples who are 

resisting attempted subjugation by armed minorities or by outside pressures.”359 After World 

War II only two superpower countries remained in the world, The Soviet Union and the United 

States of America, both fighting for their ideologies. As a result, the reasons for foreign 

interference on behalf of the U.S. government varies depending on the administration. However, 

a consistent pattern that reoccurs is the removal of socialist and autocratic totalitarian regimes 

throughout the world. The United States is dedicated to promoting and protecting international 

human rights and freedoms.360 They interfere with foreign countries on behalf of democracy. 

 As the world's strongest military force, the United States began to succeed the British 

Empire in promoting democracy and international law worldwide. They influenced several wars 

and crises in order to gather allies to fight the Communist Soviet Union. On March 12, 1947, 

President Truman declared that they would support any country in the protection against 

Communism.361 The United States then began to support countries worldwide fighting 

Communist parties (including Greece, Turkey, Korea, Vietnam and many others.362 This support 
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cost the lives of 36,913 Americans in Korea,363 58,220 Americans in Vietnam,364 and many more 

on different battlefields across the world. By the beginning of the Cold War, America had 

become a huge supporter of military interference to fight Communism.  

 A key moment in the Cold War was the Russian invasion of Afghanistan. In this 

invasion, the people of Afghanistan were being slaughtered due to their inability to fight the 

superior Russian technology. Since the United States did not want to be directly involved, they 

secretly funded, with the help of Saudi Arabia, a military operation under the code Operation 

Cyclone to supply the Afghanis with stinger missiles which levelled the battlefield in the fight 

against the Soviets. In 1989, the Russians retreated from Afghanistan.365 This humiliating defeat 

played a crucial role in the collapse of the Soviet Union in 1991. Unfortunately, due to the 

dissolution of the Soviet Union, there was little support from the United States for Afghanistan 

post-Soviet occupation. Afghanistan became overrun by many highly armed rival power-seeking 

militant groups.366 This chaotic environment allowed for extremist groups to fester. In 1996, an 

extremist group known as the Taliban used their new weapons to seize control of Kabul.367 The 

following year, the Taliban gained control of two thirds of the country and went on to commit 

hundreds of atrocities and war crimes during their rule.368 Over the course of six months in 2010, 

over 3,000 Afghan civilians were murdered by the Taliban with little regard for the people of 

Afghanistan.369 

 In 2001, a terrorist group known as Al Qaeda, supported by the Taliban, flew hijacked 

airplanes into the famous World Trade Centre buildings, killing almost 3,000 Americans.370  

Ironically, the Americans were devastated by their earlier covert support and lack of follow up in 
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Afghanistan. America is currently at war in Afghanistan attempting to fix its mistake.371 This 

compelled the Western World to use foreign influence to help foreign societies counter terrorism 

and other international extremist ideologies. Their military influence is now used to help build 

democratic societies and combat ideologies that undermine fundamental human rights and 

freedoms. 

 In addition to the United States’ use of military, they also often use economic sanctions to 

promote their ideals as a nonviolent means of coercion. They currently have many trade 

sanctions on countries around the world including Belarus, Cuba, Democratic Republic of 

Congo, Iran, North Korea and many others. One of the most accurate representations of the 

American change in foreign policy is the six-decade long embargo on Cuba. Originally, the U.S. 

economic sanctions were imposed in response to the nationalization of all-American businesses 

in Cuba and the Castro reforms.372 President of Cuba, Fidel Castro, implemented his new 

reforms in pursuit of becoming a communist state. This deteriorated trade relations with the U.S. 

which helped lead to the implementation of the embargo. After the Cold War, the U.S. changed 

its policy of the Embargo. On the U.S. Department of State website, it states, “The U.S. 

government seeks to promote human rights and democracy” (as of May 4, 2019) (21). As a 

result, the American foreign policy involving trade sanctions has changed from removing 

Communism totalitarian regimes to the promotion of human rights and freedoms.  

The United States and Western Allies currently have operations worldwide attempting to 

promote peace, establish democracies and to counter extremists. Essentially, this is the goal of 

the United Nations. The Western Allies have taken it upon themselves to promote democracies 

in foreign nations and have interfered with foreign politics in many countries across the world. 

Their involvement in the ongoing Venezuela crisis will be a pivotal moment in the twenty first 

century. Their logic of evil consists of the promotion of their ideals, primarily democracy, which 

from the Western perspective is “good”. 
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ii. Logic of Evil: The Position of the Russian Federation 

Russia’s logic of evil revolves around the ideology of a utopian communist world. After 

World War II, Communist Russia was left as one of the major superpowers in the world. Their 

main goal as a communist state was to transform the entire world into a communist state. To do 

so they would have to influence countries to become communist or join the Union of Soviet 

Socialist Republics (USSR). They began to support struggling nations such as Albania, Cuba and 

Bulgaria. Additionally, resistances to the Soviet Union such as Czechoslovakia and Hungary 

were crushed.373 They also used military force to invade countries and annex them. The hope 

was to grow and defend the ideals of the Soviet Union. 

A prime example of the Soviet enforcement of their ideals was the Prague Spring in 

1968.374 In the 1930s, Czechoslovakia was a strong democracy.375 However after the Second 

World War, the nation was damaged.376 Additionally, much of Europe was controlled by the 

Soviet Union under the Warsaw Pact which was a mutual defense organization for eastern 

Europe.377 Under the rule of the U.S.S.R., Czechoslovakia was poor and had limited freedoms.378 

When the people of Czechoslovakia began to rebel, the Soviet Union sent in 500,000 Warsaw 

Pact troops to end the revolution and to reimplement a communist system.379 As a result, the 

Russian influence implemented a new leader in Prague, Gustav Husak, to ensure Czechoslovakia 

would remain communist and allies with the Soviets. This has been a key motive that explains 

their logic of evil.  

  When the Soviet Union collapsed in 1991, the chaotic former Union was divided into 

fifteen different states.380 In 1999, Vladimir Putin was elected Prime Minister and vowed to fight 

 
373 “Soviet Union Timeline.” BBC News, BBC, 31 Oct. 2013, www.bbc.com/news/world-europe-17858981. 
374 U.S. Department of State, U.S. Department of State, history.state.gov/milestones/1961-1968/soviet-invasion-
czechoslavkia. 
375 Ibid. 
376 Ibid. 
377 Britannica, The Editors of Encyclopaedia. “Warsaw Pact.” Encyclopædia Britannica, Encyclopædia Britannica, 
Inc., 7 May 2019, www.britannica.com/event/Warsaw-Pact. 
378 “The Prague Spring - Revision 2 - GCSE History - BBC Bitesize.” BBC News, BBC, 
www.bbc.com/bitesize/guides/zwb2dmn/revision/2. 
379 Ibid. 
380 “Fall of the Soviet Union.” History.com, A&E Television Networks, 25 Feb. 2011, 
www.history.com/topics/cold-war/fall-of-soviet-union. 



P a g e  | 84 
 

against Chechen separatists who had recently bombed several cities in Russia.381 The people 

rallied behind him and he became president in 2000.382 It has been clear that Russia is trying to 

reach their former glory of the U.S.S.R.. In a speech from Vladimir Putin he states:  

Russia has been a great power for centuries and remains so. It has always had and still 

has legitimate zones of interest ... We should not drop our guard in this respect, neither 

should we allow our opinion to be ignored.383 

Through his words, the motives behind Putin's foreign influence have become transparent. Putin 

wishes to obtain the same global impact the Soviet Union once had. As a result, he has been 

interfering with foreign politics and sovereignty around the world. 

  While Russia and other communist countries interfere with smaller countries around 

them, they also are using a new form of interference to meddle with strong foundational 

democracies, the only rival who stands in their way of more power. Russia has been known to 

interfere with foreign votes through cyber hacking. Many countries have already been affected 

and many elections in 2019 are on high alert for cyber threats. Additionally, China, a communist 

ally of Russia, has had an influence on foreign politics in Australia through overt methods.384 

Russia has had an impact on many strong democracies around the world such as the United 

States and the United Kingdom. As a result, the growing cyber-attacks from communist 

countries are playing a damaging role to the democracies around the world. This has given 

communist states more power in the world community. 

  The motives behind Russia and its allies are clear, the autocratic governments are seeking 

power. Russia and its communist allies are attempting to change foreign countries into 

totalitarian autocracies granting the communist regimes more power. Additionally, these 
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communist countries that have aligned with Russia are run by dictators and oligarchs.385 These 

people have immense power and are striving for more global influence. As a result, their logic of 

evil and motive for interference is based on greed and power.  
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Foreign Influence on Politics 

  Almost all forms of foreign interference ultimately target foreign politics. Essentially, 

countries use foreign interference to change foreign policy. The United Nations attempts to 

enforce human rights and freedoms on all their members. The Russian Federation attempts to 

establish regimes in other countries. The United States professes to promote democracy in 

foreign countries. In general, foreign influence is used to boost their economies, promote human 

rights and to spread their ideologies. They do so by enforcing foreign governments through the 

military, isolating them with trade sanctions, or manipulating them with cyber technology. As a 

result, politics is the source and motive for foreign interference on another country’s sovereignty. 

  Firstly, governments often affect foreign politics to improve the economy of their own 

country. This is one of the primary motivations to intervene in foreign politics. A well-known 

example is when Russia invaded Crimea, partially for their oil and gas reserves. The oil reserves 

are estimated to amount to 800 million to 1.2 billion US dollars.386 Crimea is expected to have at 

least 3.2 trillion cubic metres of gas.387 Less well-known examples of foreign interference for 

economic gain include Canada. The Canadian government has been silent about their affairs in 

the Honduras Crisis. Currently, Canadian-based mining companies are in Honduras and other 

countries of Latin America.388 Due to the limited human rights in Honduras, the Canadian 

company INCO, have exploited the citizens there.389 This has ultimately boosted the economy in 

Canada. Additionally, the United States wishes for Juan Guiado to assume power in Venezuela 

as he will denationalize Venezuelan oil reserves allowing for America to use their oil.390 These 

resources and currencies are a major incentive to interfere with foreign politics. A country with a 
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vast exposure to resources will ultimately improve its economy. Therefore, the desire for 

increased economics can play into politics of a foreign country’s sovereignty. 

  Secondly, much of the foreign interference used in the twenty-first century has been in an 

attempt to promote human rights. The United Nations and North Atlantic Treaty Organization 

have made several efforts to contribute to freedom and human rights around the 

world.  Examples are the current embargoes on North Korea and Russia. In addition, the United 

Nations have implemented peace operations to prevent war and to help rebuild war-torn 

countries. Countries such as Canada and United States have affected foreign politics to allow for 

a better regard for human rights within a country's regime. These politics have allowed for the 

establishment of human rights in many countries. 

  Finally, a major political reason to interfere with foreign politics is to spread a country’s 

ideologies. In the 21st century, the feud between the democratic West and the autocratic east has 

resulted in the spreading of democracy and communism repeatedly. Countries with similar ideals 

usually support each other's international affairs. This is why Russia has been striving to support 

dictatorships across the globe. Inversely, America has attempted to host coups to oust autocratic 

leaders. Additionally, many strong democratic countries attempt to establish strong democracies 

to help in their cause to provide democratic institutions to other countries around the world. By 

doing so, both sides of the New Cold War are spreading their ideologies onto foreign political 

systems.  

  In summary, politics has a strong correlation to foreign interference. Countries aim to 

improve human rights, strengthen their economy and spread their ideologies by influencing a 

foreign countries political system. Additionally, they also attempt to change the country’s foreign 

policy in an attempt to promote autocracy or democracy. This is the driver of politics in the 

global community. 
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Religion: Impacts of Foreign Interference 

Religion underlies a people’s or nation’s moral compass and therefore plays an impactful 

role in a country’s or government’s decision to interfere in another’s sovereignty. At the root of 

these actions, is the presumption that, rightfully or wrongfully, the influencing country’s values 

are superior to those of the affected country. This in turn provides the “logic of evil” or “logic of 

good.” 

  While in the modern era, many of the global conflicts are superficially less entrenched in 

religious motives, as, for example, they were in the times of the Crusades. However, the 

influence of religion still prevails in the motives of an influencing country if one chooses to dig a 

little deeper. 

  More obvious current examples of this are demonstrated by the terrorist attacks against 

the West by extremist groups such as Al-Qaeda and ISIS who claim moral superiority of their 

Islamic religion over the secular capitalism of the United States. The attack on the Twin Towers/ 

World Trade Center on September 11, 2001 represented an attack on the heart of capitalism and 

an attempt of a virtual “Islamic Nation” to influence the sovereignty of the United States. At the 

time, President George W. Bush responded with: 

The United States of America will use all our resources to conquer this enemy. We will 

rally the world. We will be patient. We’ll be focused, and we will be steadfast in our 

determination. This battle will take time and resolve, but make no mistake about it, we 

will win.391 

Later, on September 20, 2011, President Bush explained his intentions to infiltrate foreign 

countries to crush all terrorist organizations: “Our war on terror begins with Al-Qaeda, but it 

does not end there. It will not end until every terrorist group of global reach has been found, 

stopped and defeated.”392 This ongoing war has already claimed over 480,000 lives and over 5.9 
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trillion American dollars in eighty countries.393 These terrorists have committed many atrocities 

against religious minorities and foreign institutions within their community. On July 23, 2017, 

ISIS affiliated suicide bombers killed and injured many Hazaras at a large protest. On August 24, 

2017 insurgents attacked the American University of Afghanistan in Kabul.394 As a result, the 

religion or ethnic background has been a target for terrorist organizations, and this has required 

foreign interference. 

Furthermore, the mentality that some nationalists and religious groups believe themselves 

to be superior to other groups, has led to many genocides and massacres around the world. The 

Rwandan Genocide which took a toll of 800,000 people,395 the Bosnian genocide killing nearly 

100,000 people,396 and the recent 383,000 people who were massacred in the South Sudan 

genocide397 are all examples of genocides that have needed foreign interference and where 

religion has ultimately played an instigating role. As a result, the United Nations has used their 

foreign influence to prevent regimes and groups from slaughtering other groups based on 

religious or ethnic persuasions. The ongoing military genocide in the Republic of the Union of 

Myanmar is a prime example of a nation in need of foreign interference. As of 2019, 730,000 

Rohingya have fled Myanmar to Bangladesh.398 Five hundred to six hundred thousand Rohingya 

still remain in Myanmar.399 This ethnic cleansing remains one of the world’s biggest issues of 

2019. 

  The increased terrorism and mass genocides are large issues of the twenty first century. 

These two global issues have forced many nations to unite and combat certain extremist groups 

in order to protect others. This has been one of the primary roles for the United Nations and other 
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international organizations. In summary, religion, although not necessarily obvious, can be an 

important contributing factor to the motive of or the need for foreign interference. 
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Solutions 

The only thing necessary for the triumph of evil is for good men to do nothing. 

Edmund Burke 

i. Solutions: Education and Action are the Only Resolution 

Unfortunately, with the number of factors involved in decision making processes, it is 

difficult to develop an exact solution to promote democratic institutions. Additionally, the 

interference on a country’s sovereignty for the purpose of increasing democratic and universal 

freedoms requires significant planning and resources. As a result, the solution to any threat to 

democracy relies on a variety of factors and most importantly the situation. However, there are 

general resolutions that are relevant to each form of influence. Underlying all of the resolutions 

is the need for more education. People need to know that democracy is worth pursuing, but 

maintaining it requires the development of critical thinking and active surveillance. Populations 

need to be educated about the perils of negative foreign interference, and they need to be 

reminded that each citizen has a role and a choice to diminish it. They must appreciate the 

privilege and right to vote.  While understanding the concepts of democracy and sovereignty of a 

nation is complex, it must be taught in the most basic language, that in a democracy, the power 

lies with the people. 

ii. Solutions: Military Interference on Foreign Sovereignty 

 Using military force should always be a last resort when deciding to interfere with a 

foreign country’s sovereignty. Although effective, military interference has been proven to lead 

to many undesirable outcomes including, civil wars, rise of extremist groups, and uncontrollable 

violence. These unfortunately have been the outcomes of many UN missions to crisis-stricken 

countries. While many believe that violence cannot be avoided, it should be noted that there 

needs to be a governing body that is superior to all others that guarantees the enforcement of 
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democratic principles. Barack Obama, the former U.S. President, stated in in his Nobel Peace 

Prize acceptance speech, 

But as a head of state sworn to protect and defend my nation, I cannot be guided by their 

[Gandhi and Martin Luther King Jr.] examples alone. I face the world as it is, and cannot 

stand idle in the face of threats to the American people. For make no mistake: evil does 

exist in the world. A non-violent movement could not have halted Hitler’s armies. 

Negotiations cannot convince Al Qaeda’s leaders to lay down their arms. To say that 

force is sometimes necessary is not a call to cynicism – it is a recognition of history; the 

imperfections of man and the limits of reason.400  

As a result, there is a role for military intervention. This use of force has led to many issues that 

have resulted in chaos. As a result, military operations require a plan that determines the future 

of the country and stricter laws to enforce UN policies. These solutions, while difficult to 

implement, will help support the worldwide efforts to promote democracy. 

 Primarily, before military interference is even considered, the intervening party must 

have the resources as well as a plan to systematically disarm the country in crisis and implement 

democratic institutions. While this seems obvious, the lesson has not been learned from previous 

events in Afghanistan, Libya, and other countries around the world. Additionally, the world must 

have a realistic plan to support efforts to facilitate democracy after the military intervention. Due 

to a lack of careful planning, billions of dollars have been wasted in various countries due to an 

incomplete plan. The prime example of the twenty first century is Canada’s aid in Afghanistan. 

Special Inspector-General John Spoko explained the situation in an interview with the Globe and 

Mail, “There is a lot of corruption, [but] most of what we have identified are just head-smacking 

stupid programs and really poorly managed and no accountability. Nobody is really held 

accountable for wasting the money.”401 Canada has spent over one billion dollars and 

 
400 “Text of Obama's Nobel Peace Prize Speech | CBC News.” CBCnews, CBC/Radio Canada, 10 Dec. 2009, 
www.cbc.ca/news/world/text-of-obama-s-nobel-peace-prize-speech-1.808630. 
401 “Billions in Aid to Afghanistan Wasted, Including Money from Canada, U.S. Agency Finds.” The Globe and 
Mail, 8 Nov. 2018, www.theglobeandmail.com/politics/article-billions-in-aid-money-for-afghanistan-wasted-us-
agency-finds/. 
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unfortunately has little to show for it. This demonstrates the need for an effective plan including 

an endgame solution. 

 Secondly, international organizations and foreign countries responsible for military 

intervention must enforce UN policies while conducting operations. If a foreign country were to 

interfere with foreign politics, there may be an ulterior motive. The United States is influencing 

the Venezuelan crisis to improve trade relations with the country and Russia is involved with 

Syria to guarantee that Syria remains an ally. While countries may gain benefits from interfering 

on their behalf, the UN interferes on behalf of peace and human rights. Although not always 

successful, the UN peace operations have been shown to have many positive impacts in several 

countries such as Burundi or Liberia.402 It follows that UN policies must be implemented when 

foreign countries influence another’s sovereignty. 

iii. Solutions: Economic Sanctions on Foreign Sovereignty 

 Economic sanctions should be considered first (after diplomacy) in any situation 

regarding an ongoing democratic crisis. Since sanctions do not involve the use of physical 

violence, which can leave a country crippled, they should be the primary force of influence on 

non-democratic regimes. However, they require a global commitment from almost all countries 

around the world. If a country were to disobey a sanction, it undermines its effectiveness. As a 

result, there is only one solution to improving the effectiveness of economic sanctions: the UN 

must set up and enforce a global policy for all countries to obey while imposing sanctions to 

condemn a country’s aggressive actions. 

Many sanctions have worked throughout the Cold War.  However, many sanctions have 

been ineffective in achieving their goals. This is partially due to the lack of a global commitment.  

An example is the ongoing sanctions on Iran. The UN is attempting to punish the regime for its 

intent to develop a nuclear program as well as its violation of human rights. However, Iran 

continues to remain friendly with larger economies such as China and Russia who have chosen 

 
402 “Our Successes Peacekeeping.” United Nations, United Nations, peacekeeping.un.org/en/our-successes. 
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to disregard the sanctions. As a result, heavier punishments need to be set on these countries that 

choose to go against the UN. 

iv. Solutions: Cyber Influence on Foreign Sovereignty 

 Cyber influence is one of the most recent and evolving forms of foreign interference. This new 

form of interference has led to a controversial debate on whether the Russian interference on the 2016 

American election truly violated any international laws.403 The current laws have been proven to be 

outdated when dealing with this evolving issue. Countries and organizations are able to act without 

limitations regarding breaches of cybersecurity, a status quo that cannot persist. As a result, new policies 

are required to prevent the misuse of social media, prevent privacy violations by implementing more 

sever AI technology to profile and falsely sway public opinion. With these solutions, a modern 

democratic country, will be able to limit the influence foreign countries play on a domestic country’s 

sovereignty.  

 Primarily, new laws need to be in place to prevent cyber interference and privacy violations. With 

an increase in communication around the world through the internet and social media, the sovereignty of 

a country is more vulnerable and must be therefore even more protected. This involves condemning target 

advertising on specific individuals, privacy violations and the spreading of fake news. These new 

international policies will help prevent future cyber-attacks. 

 Secondly, laws must have detrimental consequences for those states that choose to violate them. 

Unfortunately, little to no punishment exists to condemn foreign countries for their interference with such 

major events as the Brexit movement and the 2016 American Presidential election. Additionally, the 

people who facilitate the interference must be held accountable for the impacts on the community. 

Currently, those influencing democratic politics are likely to be repeat offenders as punishments are 

nonexistent.  

 Finally, the only effective solution that will prevent cyber influence in a country is the increased 

ability of citizens to think critically. The people of democratic countries must be taught how to identify 

false news articles as well as make well educated decisions. Unfortunately, the situation has become 

critical. Countries need to choose leaders who are sufficiently educated to appreciate that democracy is at 

risk. Political platforms and campaigns need to be fully transparent and honest. This is the only absolute 

 
403 Ohlin, Jens David. “Did Russian Cyber-Interference in the 2016 Election Violate International Law?” 2017, 
doi:10.31228/osf.io/3vuzf. 
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pathway to freedom. Laura Galante, a cyberspace analyst, explains in her TED Talk the need for critical 

thinking,  

And for this network, there's no encryption, there's no firewall, no two-factor authentication, no 

password complex enough to protect you. What you have for defense is far stronger, it's more 

adaptable, it's always running the latest version. It's the ability to think critically: call out 

falsehood, press for the facts. And above all, you must have the courage to unflinchingly pursue 

the truth. 404 

In summary, there is only one guaranteed form of protection from cyber interference on the minds of the 

population. Critical thinking to decipher the truth is necessary now more than ever. 

  

 
404 Galante, Laura. “How (and Why) Russia Hacked the US Election.” TED, 

www.ted.com/talks/laura_galante_how_to_exploit_democracy/up-next?language=en. 
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Solutions: A Brief Summary   

Overall 
1. Educate the world about the benefits of democracy. The principles and advantages of 

democracy and sovereignty must be taught. 
2. Ensure populations appreciate the ongoing current risks to democracy. 
3. The art of critical analysis with a regard for the truth is a skill every person should learn 

and use. 
4. Global citizens must appreciate they are a part of a global community and welcome an 

institution that ensures basic human rights. 
 
Military 

1. Military intervention should only be used as a last resort. 
2. There must be stronger UN policies when interfering with foreign politics. 
3. All interference intentions must follow UN guidelines such as improving democracy. 
4. Punishments should be more severe. 
5. There must be a plan with resources to develop a democratic institution in the country 

following a military intervention. 
 
Economic Sanctions 

1. Trade sanctions should be the first method of influence used. 
2. Economic sanctions need to be observed universally by all member nations.  
3. There needs to be stricter laws regarding trading with sanctioned countries. 
4. Violations of UN resolutions should be punished more severely. 

 
Cyber 

1. New international laws for modern times must be implemented. 
2. There needs to be punishment for intentional foreign interference with democratic 

institutions. 
3. Again, the people of democracies need to be educated further to critically think. 
4. The CEOs of Silicon Valley need to use all their resources to ensure that their technology 

does not undermine democracy. They and their employees must be held accountable. 
‘With great progress comes great responsibility’. 
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